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INTRODUCTION TO NMIS

The Nebraska Management Information System, henceforth referred to as “NMIS,” is a Nebraska non-profit organization
administered by its coalition members. The NMIS hosts a shared web-based information management system that allows
authorized End Users at participating agencies to collect clients’ personal information, demographic information, service
and referral information and with the client’s permission, to disclose information to NMIS for inclusion in a Basic
Information Database maintained by NMIS which is open to all participating agencies. NMIS also permits participating
agencies to create, maintain, and control an electronic agency client record belonging to each agency and to share
information from their agency client records with other participating agencies.

MEMBERSHIP

NMIS members are coalitions or collaborative groups serving the state of Nebraska. The current members of the NMIS
are: Panhandle Partnership for Health and Human Services (PPHHS), Lincoln and Lancaster County Community
Services Management Information System (CS-MIS), Community Action of Nebraska (CAN), and Metro Area
Continuum of Care for the Homeless (MACCH). Coalition groups may be accepted into membership by the board of
NMIS.

GOAL

The goal of the NMIS is to support a comprehensive system of care among participating agencies for the clients they
serve via universal data set and referral, eligibility assessment, tracking, and case management, which meets regulatory
compliance (See Section 602) and links health, behavioral health, and human services. The collection and dissemination
of aggregated data (void of any identifying client level information) is made available to participating agencies
dissemination to service providers, policy makers, and consumer representatives and advocates. The information is used
to analyze and understand services and gaps in the delivery of services to agency clients.

SOFTWARE

ServicePoint is the proprietary software of Bowman Internet Systems (BIS). ServicePoint is web-based client tracking and
case management software owned by Bowman Internet Systems (BIS). Additional software enhancements are available
for purchase from the software vendor. These enhancements can be purchased by vote of the NMIS Board for a shared
cost. Members can purchase additional software enhancements that are not approved by the NMIS Board. All software
enhancement purchases will be made available to all participating agencies.

WEB AND DATABASE SERVERS

The web and database servers that contain all client information, including the Basic Information Database and agency
client records, are physically located in a secure facility at a location under contract with NMIS. Physical access to the
server is restricted. Logical access to the servers is available to the server host staff through a secure and encrypted
Firewall/\VVPN connection. Any other access is expressly prohibited. Bowman has represented to NMIS that the software
complies with HIPAA (Health Insurance Protection and Accountability Act) privacy and security requirements.

Internet access to the software is limited to agencies participating in the NMIS. The NMIS Partnership will protect NMIS

data to the utmost of its ability from accidental or intentional unauthorized End User modification, disclosure, or
destruction.
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FEE STRUCTURE AND FEES

The NMIS Board sets fees to cover the costs of operating based on the number of End Users in the system. Agencies are
charged for End User fees. The following fees are charged for each End User in accordance with the NMIS Financial
Policy and Procedures:

e New End User license fee at the rate negotiated with Bowman Internet Systems — onetime fee
o Annual renewal End User license fee charged by Bowman Internet Systems for each End User license
o Annual renewal End User fee required by NMIS to sustain the cost of operating the system

Each member collaboration or coalition can charge additional administrative fees as necessary to cover local costs.
POLICIES AND PROCEDURES

These policies and procedures are adopted by NMIS and made applicable to each Participating Agency when it signs its
agreement for access to and use of ServicePoint. The purposes of these Policies and Standard Operating Procedures are to:

a. Create consistent rules governing access to and use of ServicePoint.

b. Balance the desire of participating agencies to have access to common information as a means to enhance
services and client satisfaction with the shared objective of assuring the privacy and security of client
information.

C. Assure that participating agencies adhere to the Standard Operating Procedures so that the NMIS can

operate as designed. Participating Agencies must possess all necessary agreements including End User
License Agreements (EULAS) so their participation is lawful and consistent with requirements of the
software vendor and server host.

The policies and procedures herein are not intended to meet the regulatory or compliance needs of Participating Agencies.
Each Participating Agency remains solely responsible to determine whether its participation in the NMIS meets its legal
and compliance requirements.

FORMAT OF MANUAL

This manual contains the most current information on the operation of the NMIS and is designed to support additional
structure and processes. It is expected that information will be added, removed, and altered as necessary as the NMIS
project evolves. For this reason, the manual is in modular form so that outdated information may be easily removed and
updated as information is added or changed. For ease of use, pagination is by Section and policy number. Policy numbers
are three digit numbers, consisting of the Section number followed by 2 digits, which begin with 01. (e.g. Section 1 Policy
101, Section 2 Policy 201, Policy 202, and so on). Appendices are also included with this manual to further clarify a
specific topic, form, policy, or procedure.
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Section 1

ROLES AND REQUIREMENTS
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101. BOARD OF DIRECTORS/ADVISORY COMMITTEE

The NMIS Board of Directors is made up of five representatives from each collaborative member, including the
System Administrator of each collaboration. Each collaborative member has one vote.

Policy:
The Nebraska Management Information System Board of Directors is responsible for project management of the NMIS
through Bowman Internet Systems ServicePoint software.

Roles and Requirements:

Policy: The Board will approve all NMIS policies and monitor participating agencies’ compliance with said policies.
Fiscal Responsibility: The Board is responsible for approving budgets within NMIS, maintaining financial viability
and approving sustainability fees. The Board will identify and apply for public and private funds to continue the NMIS
operation.

Approve Contracts: The Board will have oversight of all contractual agreements with NMIS.

Conflict Resolution: The NMIS Board is responsible for approving and enforcing the recommendations from the
Conflicts Committee.

Set NMIS Basic Information data requirements: The Board will establish minimal data elements to be collected by
all NMIS Participating Agencies. The NMIS Partnership is the owner of the NMIS Basic Information, a subset of data
collected by Participating Agencies as defined in the Agency Participation Agreement.

Oversee statewide reporting: All requests for data from anyone other than a Participating Agency or client will be
directed to and approved by the NMIS Board.
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102. COLLABORATIVE MEMBER

Policy:
An NMIS member is any organization as defined by the NMIS Bylaws.

Roles and Requirements:
o Hire full time system administrator dedicated solely to those roles and responsibilities as outlined in Section 107.
Appoint five members to the board of directors including the system administrator.
Participate in NMIS meetings and committee activities.
Timely payment of required fees and other duties as assigned by the NMIS Board.
Have all required Agency Agreements signed.
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103. SOFTWARE VENDOR

Policy:

Bowman Internet Systems is responsible for designing the application to meet National Housing and Urban Development
(HUD) standards as well as development of a codebook and other documentation of programs. Bowman Internet Systems
will not have direct access to the NMIS database through any means other than the ServicePoint software unless explicitly
granted permission by a System Administrator during a process of software upgrade or conversion.

Roles and Requirements:

Software vendor Bowman Internet Systems is responsible for:
e Providing ongoing support to NMIS and System Administrators pertaining to the system.
e Providing ongoing support to the System Administrators pertaining to needs of End Users to mine the database,
generate reports, and other End User interface needs.
Communicating any planned or unplanned interruption of service to the System Administrators.
e Implementing best practices to maintain system security.
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104. SERVER HOST
Policy:

The Server Host is responsible for fulfilling all contractual agreements with the roles and requirements of the contract as
set forth by the NMIS Board.

Roles and Requirements:

The NMIS Board will have in place backup and recovery protocols for internal networks of ServicePoint and will operate
the system web site twenty-four (24) hours a day, seven (7) days a week. Transactional database backups are written to a
RAID partition on an hourly basis and full backups are written to the RAID partition on a nightly basis. These backups
are recorded to tape media daily during the work week. A full system backup allowing the servers to be restored from a
“bare metal” state is made weekly. The tape backups are stored in a safe deposit box in an off-site location.

The Server Host is responsible for the coordination of software updates with BIS and for maintaining hardware
requirements to meet or exceed those established by the vendor.

The Server Host is responsible for communicating any planned or unplanned interruption of service to the System
Administrators.

NMIS host server staff will take all necessary precautions to prevent any destructive or malicious programs (virus,
adware, spyware) from being introduced to the system.
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105.

Policy:

PARTICIPATING AGENCY

A Participating Agency is any agency, organization, or partnership that is committed to the collection of client data. Each
Participating Agency holds final responsibility for oversight of all agency staff that generate or have access to client-level
data to ensure adherence to HIPAA and all state and federal regulations as well as to ensure adherence to the NMIS
policies and procedures outlined in this manual.

Roles and Requirements:

An agency must apply to and be approved by a Participating Collaboration Member to participate in NMIS.

The Participating Agency must sign an Agency Participation Agreement before any access to NMIS is allowed.
Assign one or more Agency Administrator(s) with adequate computer software skills.

Determine agency data requirements and outcomes to be reported.

Provide computers and Internet access at a level required by the NMIS.

Pay for End User license fees for each person who uses the system.

Be responsible for all activity associated with agency staff access and use of NMIS.

Establish and monitor agency procedures that meet the criteria for access to NMIS as detailed in the policies and
procedures outlined in this manual.

Only allow access to NMIS to staff who a System Administrator has trained and who have a legitimate need for
access. Need exists only for those staff, volunteers, or designated personnel who work directly with (or who
supervise staff who work directly with) clients or have data entry or technical responsibilities.

Ensure that-clients are asked a minimum set of NMIS Basic Information questions for use in aggregate analysis.
Ensure that all relevant client data is collected, entered accurately, consistently, completely, and as close to date of
collection as possible.

Provide prompt and timely communications of data, changes in license assignments and End User information to
System Administrator.

Implement policies and procedures to prevent any misuse of NMIS by designated staff.

Ensure that a Privacy Notice policy pertaining to privacy of clients’ information is implemented and a Notice of
Privacy is posted in all client intake areas or high-traffic areas.

Ensure all policies and procedures are followed within the agency.

Notify System Administrator of any issue relating to breach of system security or client confidentiality.
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106. EXECUTIVE DIRECTOR

Policy:

The Participating Agency’s Executive Director is responsible for all activity associated with agency staff access and use
of the NMIS database. The Executive Director is responsible for establishing and monitoring agency procedures that meet
the criteria for access to NMIS as detailed in the policies and procedures manual. The Executive Director agrees to only
allow access to NMIS based upon need. Need exists only to those staff, volunteers or designated personnel who work
directly with (or supervise staff who work directly with) clients or have data entry responsibilities.

Roles and Requirements:

Oversee the implementation of all security and client data policies and procedures.

Assume responsibility for integrity and protection of client-level data entered into NMIS.

Establish business controls and practices to ensure organizational adherence to the NMIS Policies and Procedures.
Designate agency staff to serve as Agency Administrator(s).

Notify System Administrator of Agency Administrator resignation or termination.

Communicate control and protection requirements to Agency Administrators and End Users.

Authorize agency staff for access to the NMIS.

Monitor compliance and periodically review control decisions.

Sign the Agency Participation Agreement for your collaboration. (Appendix A)

Provide each End User with the appropriate computer and Internet access at a level required by Bowman Internet
Systems. (Appendix B)
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107. SYSTEM ADMINISTRATOR

Policy:
The System Administrators serve as liaisons between the NMIS Board, participating agencies and software vendor to
provide solutions for policy and software application.

Roles and Requirements:

System Administrators must understand all aspects of the NMIS database and the ServicePoint software. System
Administrators will work as a collaborative team to promote effective use of ServicePoint through:

Relationship with VVendor

o Work with Bowman Internet Systems to obtain training, technical assistance, and upgrades.
Relationship with Board

e Advise the NMIS Board about technical and programmatic issues.
Relationship with Agencies

o Help agencies meet management information system requirements.

e Assign usernames and passwords to End Users as authorized by Participating Agency’s Executive Director or
Agency Administrator via a License Request Form (LRF) (Appendix C).

e Represent NMIS at Continuum of Care meetings to inform executive directors and leaders of Participating
Agencies about local, statewide, and national issues that may affect their agency or the NMIS.

e Coordinate End User Group activities.

o Oversee all contractual agreements with Participating Agencies and End Users in accordance with the policies and
procedures of NMIS.

e Provide training on ServicePoint and NMIS practices for agencies.

ServicePoint

e Monitor security and client confidentiality practices.

e Have full access to add, edit, delete, and retrieve all End User data in the NMIS database. Full access of data will
be granted based upon the need to access the data as approved by the Participating Agency in the Agency
Participation Agreement.

o Have full access to individual client data only for the purpose of maintenance and monitoring data integrity unless
instructed otherwise by Participating Agency’s Executive Director or Agency Administrator.

Reporting

e Provide state and regional reports as assigned by the NMIS Board.

Develop reports within collaboration to present for NMIS statewide funding.
Report on aggregate data within the statewide collaboration.

Serve as resource for report creation.

Help agencies set up reports to meet agency needs.
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108. AGENCY ADMINISTRATOR

Policy:
The Agency Administrator, as appointed by the Participating Agency’s Executive Director, is the contact person for the
System Administrator and will manage the operation of the system within the agency and/or agency’s program(s).

Roles and Requirements:

Possess appropriate level of management information system skills for agency.

Receive ServicePoint training from the System Administrator.

Have the capacity to implement participating agency and NMIS policies and procedures.

Establish agency settings and information within the NMIS.

Coordinate training with System Administrator for individual End Users.

Reset End User passwords.

Monitor End Users to insure that policies and procedures are followed.

Ensure that Participating Agency’s provider profile data in the Provider Directory of NMIS is current.
Create reports for the agency.

Monitor agency End Users to ensure that the data quality, policies, and procedures are met.
Establish standard reports to be run for each specific program created within Participating Agency.
Run regular reports to verify data quality.
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109.

Policy:

END USER

An End User is any person who is authorized to access NMIS. End Users must be employees or volunteers of a
Participating Agency.

Roles and Requirements:

Each End User must have basic computer and Internet skills.

Each End User must be trained by a System Administrator.

Each End User must be assigned an access level and issued an End User license.

Each End User must sign a Confidentiality and End User Agreement. (Appendix D)

Enter all relevant client data into NMIS accurately, consistently, completely, and as close to date of collection as
possible.

Obtain informed consent and appropriate releases of information from client.
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Section 2

PARTICIPATION REQUIREMENTS
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201. CLIENT PARTICIPATION

Policy:
Non-participation in ServicePoint will not constitute denial of services.

Procedure:

o Clients must give informed consent to having their data entered into ServicePoint and to share first name, last
name, social security number, date of birth, and gender.

o Clients must also authorize any addition personal information to be shared with compliant release of information
(Appendix E).

Clients may decide not to participate and they may not be denied services for lack of participation. (See Policy 602,
Client’s Right to Privacy.)
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202. HARDWARE AND INTERNET REQUIREMENTS

Policy:
Each computer accessing ServicePoint must meet minimum system requirements.

Procedure:

Participating Agencies will provide their own computer(s) and method of connecting to the Internet for each End User
licensed to access ServicePoint. System Administrators will provide Participating Agencies with guidelines for computer
and Internet connections to ensure proper response time, security, and efficient system operation of ServicePoint.

Software vendor Bowman Internet Systems sets minimum standards for use of their software. Information will be
reviewed and updated as new information becomes available. For recommended computer specifications see Appendix B.
Participating Agencies are responsible for maintenance of computers and troubleshooting problems with Internet
connections at their respective sites.
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203. PARTICIPATING AGENCY COMPUTER SECURITY

Policy:
Each agency will keep updated virus protection software and firewalls on Agency computers that access ServicePoint.

Procedure:

Participating Agencies will ensure each computer accessing the NMIS database is at all times protected with virus
protection and/or adware and spyware

¢ No un-scanned media will be introduced to the participating agency computer(s) or ServicePoint.

o There will be no unauthorized access to the system.

o No publicly accessible computer shall be used to access ServicePoint (e.g. libraries and internet kiosks).
[ )

Non-participating agency administered computers shall only access ServicePoint with approved NMIS provided
software.
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204.

Policy:

APPOINTMENT OF AGENCY ADMINISTRATOR

Participating Agencies must identify one or more key staff to serve as the Agency Administrator(s). This person is not
required to be an agency’s computer technical person but must be able to fulfill the roles and requirements of Agency
Administration in 108.

Procedure:

Participating Agency’s Executive Director must supply the System Administrator with the contact information for
the Agency Administrator.

Serve as a single point of communication between the Participating Agency’s End Users and System
Administrators.

Receive ServicePoint training by a System Administrator prior to accessing NMIS.

If employment with Participating Agency ends, a new Agency Administrator must be designated and receive
ServicePoint training by a System Administrator. An interim Agency Administrator must be assigned until a new
one is hired.

Responsible for generating internal agency reports.

Reset End User passwords.

Monitor NMIS access.

Responsible for training new End Users on the confidentiality policies and procedures of the Participating
Agency.
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205. CUSTOMIZATION

Policy:
In addition to the required minimum data elements established and approved by the NMIS Board, the Participating
Agency will identify all additional data elements needed to fulfill agency requirements.

Procedure:

The Participating Agency will work with the System Administrator for customization of ServicePoint screens. If a
customization request cannot be fulfilled by the scope of the System Administrator’s position but could be fulfilled by
Bowman Internet System, it is the responsibility of the Participating Agency to contract and pay for such services. All
such services must first be approved by the NMIS Board and then coordinated with Bowman Internet Systems by the
System Administrator.
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206. SERVICEPOINT LICENSES

Policy:
All End Users of ServicePoint must have a valid license at all times to access ServicePoint.

Procedure:

o Participating Agencies will purchase a license for each individual using the NMIS database.

o Each End User must enter into an End User License Agreement (EULA) and must possess a current license.

e Each End User is responsible to comply with the terms of the applicable EULA between the End User and
Bowman Internet Systems.

o Participating Agencies must complete a License Request Form (LRF) (Appendix C) for any additions, deletions
or changes in End User licenses. The LRF must be submitted to the System Administrator who will keep the LRF
on file.

o Participating Agencies must arrange for payment of licensing and sustainability fees to their respective
collaborative partnership. Non-payment may compromise participating agencies ability to access ServicePoint.
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207. TRAINING

Policy:
Each agency understands that System Administrators will provide initial training and periodic updates to each End User

about the use of the NMIS.

Procedure:
All End Users must be trained by a ServicePoint System Administrator. Training includes initial and follow-up.

System Administrators and Agency Administrators will coordinate the training needs of all End Users within the System
Administrator’s regular hours of operation.

Agency Administrators will provide supplemental training for all NMIS End Users within the Participating Agency as
follows:

e Participating Agency’s policies and procedures.
e NMIS policies and procedures within this manual.
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208. END USER GROUPS

Policy:
Each agency will designate a ServicePoint End User to regularly attend ServicePoint related meetings. End User groups
will be the discussion center regarding ServicePoint, including process updates, policy and practice guidelines, data

analysis, and software/hardware upgrades. System Administrators will be responsible for coordinating ServicePoint End
User group activities.

Procedure:

Participating Agencies will have an opportunity to participate in a forum for providing input on planning. Individuals
designated by Participating Agencies will serve on the ServicePoint End User Group within each partnership to formally
manage communication on system issues between Participating Agencies, NMIS, and Nebraska’s Continuums of Care.

The ServicePoint End User Group will identify and assist in prioritizing system enhancements and identify best practices.
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209. TERMINATION OR WITHDRAWAL

Policy:
Each agency understands NMIS is the owner of the Basic Information.

e Termination or Withdrawal of Agency. A participating agency that withdraws from the NMIS (thereby ceasing
to be a participating agency) will forfeit all rights to access the Basic Information Database and is not entitled to
return of Basic Information or to require that NMIS expunge the Basic Information contributed by the
withdrawing agency from such Database.

e Termination of the NMIS. In the event the NMIS ceases to exist and the participating agencies wish to continue
maintaining the Basic Information Database, NMIS will endeavor to transition responsibility for maintaining and
operating the database to another qualified entity.

Procedure:

e Termination or Withdrawal of Agency: The Participating Agency will provide a written notice to the System
Administrator thirty (30) days in advance of its intent to withdraw or terminate its participation in NMIS. The
System Administrator will submit a written request to the NMIS Board of Directors, close all basic client
information in NMIS and delete all End User licenses of the withdrawing agency from NMIS.

e Termination of the NMIS: The NMIS Board of Directors will provide a written notice to the Executive
Directors of all Participating Agencies thirty days (30) days in advance of its intent to cease operations. The
NMIS Board of Directors will endeavor to transition responsibility for maintaining and operating the database to
another qualified entity.
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Section 3

TECHNICAL SUPPORT
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301. SERVICEPOINT TECHNICAL ASSISTANCE

Policy:
Each agency understands that the System Administrator will be available for ServicePoint technical assistance within
reason (i.e. help desk and troubleshooting).

Procedure:

System Administrators will respond to Agency Administrators on questions from End Users and provide technical support
in response to system functionality and ServicePoint software. System Administrators will provide help desk functions to
Participating Agencies.

All technical support with Bowman Internet Systems for system software functionality and or technical questions,
upgrades, and requests will be submitted by System Administrators and documented through Bowman Internet Systems
Customer Service Portal at:

http://www.bowmansystems.com/bowman_systems_customer _care.php

System Administrators will document work on the database and in development of reports through the System
Administrators’ listserv.

Participating Agencies will provide for their own technical support for all hardware and software used to connect to the
NMIS. This includes purchase and upgrades to all existing and new computer equipment used to access the NMIS
database as well as virus protection software and web browsers on all computers. Participating Agencies will update
software and install patches regularly or as they become available.
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302. INTERRUPTION IN SERVICE

Policy:
NMIS and Bowman Internet Systems utilize a highly available database server and will inform Agency Administrators
and/or End Users in advance of any planned interruption in service.

Procedure:

Planned software interruption in service will be communicated either by telephone, email, or via ServicePoint Newsflash.
In the event that the database server is unavailable due to disaster or routine maintenance, the System Administrator will
contact the Agency Administrators and/or End Users to inform them of the cause and duration of the interruption in
service. System Administrators will log downtime for purposes of system evaluation. The NMIS server will log
downtimes for purpose of system evaluation.
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Section 4

DATA ACCESS
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401. ACCESS LEVEL FOR PARTICIPATING AGENCIES
Policy: Level 1 in the tree structure will be limited to collaboration members of the NMIS.

Procedure: NMIS will restrict Level 1 access in the ServicePoint tree structure to collaboration member agencies of the
NMIS only. End Users with the System Administrator status will reside at the Level 1 portion of the tree structure.

e Tree Levels: There are 6 levels to the tree structure within ServicePoint. Level 1 is reserved for the
collaboration partners of the NMIS only. The other levels are determined by the System Administrator
and the Agency Administrator of each Participating Agency. The levels will be assigned appropriately
based on the needs and programs of the Participating Agency.
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402. ACCESS LEVELS FOR END USERS

Policy:

Appropriate access levels will be assigned to each NMIS End User within their designated Participating Agency Access
Level. The Participating Agency’s Agency Administrator will manage the proper designation of End User access level
and will monitor End User account usage.

Procedure:

The Participating Agency agrees to apply the proper designation of access level to End User accounts. End User accounts
will be created, updated and/or deleted by the System Administrator upon written notification by the Agency
Administrator as authorized by the Participating Agency’s Executive Director.

There are eleven (11) levels of End User access to NMIS. These levels should be reflective of the access an End User has
to client-level paper records and access levels should be need-based. Need exists only for shelter staff, volunteers, or
designated personnel who work directly with (or supervise staff who work directly with) clients or have data entry
responsibilities. Bowman Internet Systems may add additional levels. Access levels are as follows:

Access Levels
Resource Specialist |

Description

Access is limited to the ResourcePoint module. This role allows the End User to search the database of
area agencies and programs and view the detail screens for each agency or program. Access to client
or service records is not given. A Resource Specialist cannot modify or delete data.

The same access rights as Resource Specialist I, however, this person is considered an agency-level
I&R Specialist who updates their own agency and program information.

The same access rights as Resource Specialist 11, however, this person is a system-wide 1&R Specialist
who can update any agency or program information. This access level can also edit the system-wide
news.

A volunteer can view or edit basic demographic information about clients (the profile screen), but is
restricted from viewing detailed assessments. A volunteer can enter new client records, make referrals,
or check-in/out a client from a shelter. Normally, Administrators assign this End User Access Level to
|individuals who complete client intake and then refer the client to an Agency Staff End User or a Case
Manager.

Agency staff has access to ResourcePoint, limited access to ClientPoint, full access to service records
and access to most functions in ServicePoint. However, Agency Staff can only access basic
demographic data on clients (profile screen). All other screens are restricted, including assessments
and case plan records. They have full access to service records. Agency Staff can also add news items
to the newswire feature. There is no reporting access.

Case Managers have access to all features excluding administrative functions. They have access to all
screens within ClientPoint, including the assessments and full access to service records. There is full
reporting access with the exception of audit reports.

Agency Administrators have access to all features, including agency level administrative functions.
This level can add/remove End Users for his/her agency and edit their agency and program data. They
have full reporting access. They cannot access the following administrative functions: Assessment
Administration, Picklist Data, Licenses, Shadow Mode, or System Preferences.

Same access rights as Agency Administrator, but ranked above Agency Administrator.

System Operators have no access to ClientPoint or ShelterPoint. They have no access to reporting
functions but do have access to administrative functions. The System Operator can set up new
agencies, add new End Users, reset passwords, and access other system-level options. The System
Operator helps to maintain the system, but does not have access to any Client or Service Records. The
System Operator can order additional End User Licenses and modify the allocations of Licenses.

Resource Specialist 11

Resource Specialist 111

\VVolunteer

Agency Staff

Case Manager

Agency Administrator

Executive Director
System Operators

System Administrator |
*Restricted to
Collaboration Partners

Same access rights to client information (full access) as Agency Administrator. However, this End
User has full access to administrative functions.

System Administrator Il
*Restricted to
Collaboration Partners

Full and complete access to the system. However, this End User does not have the option of choosing
a Provider other than the default Provider assigned to their ID.
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403. ACCESS PRIVILEGES TO SYSTEM SOFTWARE

Policy:
System Administrators and Participating Agencies will apply the End User access privilege conventions set forth in this
procedure.

Procedure:
End User access privileges to the NMIS database are as follows:

o Confidentiality/End User Agreements. (Appendix D) Each End User must sign an End User Agreement
that contains a statement of confidentiality before access to NMIS is granted. The System Administrator will
keep originals of the agreements on file.

e End User access level. The Agency Administrator and/or Executive Director will determine which
employees or volunteers will have access to the database, the specific program data the End User will access
within the agency and the level of End User access (see Access Level table above). The System
Administrators will generate End User identification name and password for each End User upon completion
of Basic ServicePoint training. The End User identification name and password will be communicated to the
End User in a secure and confidential manner. The End User identification name and password cannot be
shared with anyone. End Users are responsible for all actions undertaken with their End User identification
name and password.

e License Request Forms (LRF) (Appendix C) will be completed by a Participating Agency and submitted to
the System Administrator. The System Administrator will keep the LRF on file.
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404. END USER IDENTIFICATION AND PASSWORD

Policy:

Bowman Internet System End User License Agreement states identification names and passwords will not be shared
among End Users.

Procedure:

The System Administrator will create all End User identification names using the first initial of first name and full last
name, e.g., John Doe’s End User identification name would be “jdoe.” If two End Users have the same first initial and last
name, the first two letters of the first name will be used, for example jodoe.

Passwords:

A

B >

Creation: Passwords are automatically generated from the system when an End User is created. System
Administrators will communicate the one-time system-generated password to the End User during training
and upon End User signing the End User Agreement.

Use of: The End User will be required to change the password the first time he/she logs onto the NMIS. The
password must be between 8 and 16 alphanumeric characters (lowercase with at least two numbers).
Passwords are case sensitive. Passwords should not be able to be easily guessed or found in a dictionary.
Storage: NMIS discourages keeping a written copy of a password. However, if passwords are written, they
are to be securely stored and inaccessible to other persons. End Users are not to store passwords on a personal
computer for easier logon.

Expiration: Passwords expire every 45 days. End Users may not use the same password consecutively.
Passwords are confidential and are an individual End User’s responsibility. Sharing of End User identification
names and passwords is a failure to uphold:

e The confidentiality standards of NMIS

e Bowman Internet System EULA.

Termination or Extended Leave from Employment:

e Agency Administrator must notify the System Administrator prior to last day to be worked by a departing
End User.

e End User’s access will terminate at the end of business on his/her last day of employment or sooner if
requested by the Agency Administrator.

e Ifan End User’s employment ends, the Agency Administrator is required to “inactivate” the End User’s
license and give immediate notice to the System Administrator.

e Only the System Administrator may delete departing End User licenses using the License Request Form
for adding a new user.

e If an End User is scheduled for an extended leave for a period of longer than 45 days, his/her password
will be “inactivated” within five (5) business days of the start of leave period.

o If the Agency Administrator is resigning his/her position, he/she is required to give the System
Administrator at least five days notice of his/her last workday.

e [fthe Agency Administrator is terminated, the Agency’s Executive Director must give notification to the
System Administrator immediately.
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Transferring licenses. A license may be transferred to a new employee by submitting a request to the System
Administrator. Training will be required for the new End User by the System Administrator.

Unsuccessful logon. If an End User unsuccessfully attempts to log onto NMIS four (4) times, the End User will
be “locked out” and access permission revoked rendering the End User unable to gain access until his/her
password is reset. The End User will contact his/her Agency Administrator to reset the End User account. In the
case of an Agency Administrator’s inability to log onto NMIS, the System Administrator will reset the account.

Transmission of End User identification names and passwords. Participating Agency End Users will not
engage in transmission of End Usernames and passwords, electronically or by U.S. mail. End User identification
names and initial temporary passwords set by System Administrators will be transmitted in a secure and
confidential manner. Agency Administrators must contact the System Administrator for initial instruction on
secure and confidential transmittal procedures of End User identification names and temporary passwords.

End User screen lock and logoff. The End User will be at the computer at all times when data is visible on the
computer screen. Prior to leaving the computer station, the End User will ensure that data is not visible on the
screen and will lock the screen. The End User will log off the database and close the web browser when the End
User is not actively engaged in data entry.
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405. ETHICAL USE

Policy:

All ServicePoint End Users will sign a Confidentiality and End User Agreement before being given access to
ServicePoint. Any individual or Participating Agency misusing or attempting to misuse ServicePoint data may be denied
access to the ServicePoint database and any relationship with NMIS may be terminated

Procedure:
e  System Administrator will inactivate and/or delete the End User license.

e The System Administrator will inform the Participating Agency Executive Director and/or Agency Administrator
and the Collaborative Partnership of the unethical use of the license.
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406. OBTAINING CLIENT CONSENT

Policy:
Each End User will obtain informed consent prior to entering client data into ServicePoint.

Procedure:

e Agency will post in high traffic areas or intake areas the NMIS Consumer Notice.
e End Users will inform each client of agency participation in NMIS.
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407. OBTAINING RELEASE OF INFORMATION (ROI) CLIENT CONSENT

Policy:

Each client must be given the opportunity to sign a paper copy of a Release of Information (ROI) giving the Participating
Agency permission for the NMIS Basic Information Data to be shared with other Participating Agencies.

Procedure:

o Each Participating Agency is responsible for establishing policies for sharing client data within the agency.
e For minors, a parent or guardian must also give permission for their child’s data to be shared.
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408. SYSTEM INTEGRITY

Policy:

Participating Agencies will ensure that there will be no deliberate corruption of NMIS database. Any unauthorized access
or unauthorized modification to computer system information or interference with normal system operations maintained
by server host will result in immediate suspension of services. NMIS Participating Agencies, Collaboration Members
and/or Bowman Internet Systems may pursue all appropriate legal actions.

Procedure:

A System Administrator will review all network and security logs and document all unauthorized attempts and all
unauthorized access to both the database and web servers. If unauthorized access is suspected, an immediate investigation
will be conducted and the proper authorities contacted.
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Section 5

DATA DEFINITION AND DATA
QUALITY
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501. CLIENT IDENTIFICATION DATA

Policy:

The ServicePoint Client Table is open to all agencies that have signed an agreement to use NMIS to avoid duplication of
clients. ServicePoint Client table includes and is limited to name, date of birth, social security number, social security
data qualifier, and gender.

Procedure:

Client table may be closed for domestic violence agencies and agencies that only serve unaccompanied youth. Individual
domestic violence victims or unaccompanied youth records may be closed by using the ServicePoint security settings.
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502. MINIMUM DATA ELEMENTS

Policy:

All End Users are required to enter the minimal data elements for every client owned by NMIS. Client identification
information is included in the Basic Information Data. By signing the Agency Participation Agreement, the Participating
Agency agrees to the data collection commitment of the minimal data elements and updating client data. All End Users
will comply with relevant policies and procedures regarding the entry of minimal NMIS Basic Information data.

Procedure:

The Participating Agency is responsible for ensuring that all clients, regardless of anonymous statutes, are asked a
minimum set of questions for use in aggregate analysis. These questions are contained within the various ServicePoint
assessments. Participating Agencies and End Users will follow all minimum data entry requirements on the NMIS client
profile and basic intake screens to ensure that Participating Agency information is complete and accurate. Data elements
include: First Name, Last Name, Social Security Number, Social Security Data Quality, Date of Birth, Gender, Primary
Race, Ethnicity, Medical Insurance Status, Primary Language, Highest Education Level, Type of Living Situation, Is
Client Homeless, Military, Zip Code of Last Permanent Residence, and Household Relationships.
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503. AGENCY CLIENT INFORMATON SHARING

Policy:

Participating Agencies own any additional information beyond the Minimal Basic Information Data elements entered into
NMIS. This includes assessments, service records, case management, needs, and referrals. Sharing this information will
only be supported upon completion and compliance of an interagency data sharing agreement.

Procedure:

o Participating Agencies will determine which other Participating Agencies will have access to the data entered
by each of their End Users that is not contained in the NMIS Minimal Information Data.

o The ability to share data within the NMIS database with another Participating Agency iscalledA Ex cept i o
Agency Administrators will define the Exceptions for the System Administrator.

e Each Participating Agency will define, obtain, and keep on file the appropriate interagency data sharing
agreement for each Participating Agency.

 When sharing client information, each Participating Agency will obtain and keep on file all necessary
Releases of Information (ROIs) from each client.

e The Executive Director is responsible for abiding by all the policies stated in any interagency data sharing
agreement.

e Aclient must be informed of what information is being shared and with whom it is being shared and for what
purposes. Examples of the Explanation of Information Uses and Disclosures can be found at www.hmis.info.
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504. DATA QUALITY

Policy:

Each Participating Agency is responsible for the overall integrity of the client data entered into the NMIS. Any exceptions
to entering complete information will not be made at the preference of individual End Users. Exceptions in regard to
concerns about the safety or risk to clients will be made and implemented by the Participating Agency program level.
Data integrity will be realized when the Participating Agency meets all the following elements of Data Quality Standards:

o Timeliness

o Completeness

e Accuracy

o Consistency
Procedure:

System Administrators and Agency Administrators will perform regular data quality audits in the NMIS database to
ensure data integrity. Additional training will be required to address repeated patterns of data inaccuracies.

Timeliness.
Guidelines
o Enter all relevant client information as close to the date of collection as possible.
¢ Review and update historical information.
Completeness.
Guidelines
e Identifying information will be complete.
e All clients’ Minimum Data Elements will be complete.
o All relevant assessments and services will be complete.
o All entry/exit data will be completed.
e Actively strive to reduce the occurrence of null values.
Accuracy.
Guidelines
e Review data quality audits and correct inaccurate services.
e All services entered in NMIS will be relevant to the Participating Agency’s program(s).
e Ensure that the number of clients served or the types of services and/or emergency shelter beds provided is
not misrepresented.

Consistency.
Guidelines

e Use common interpretation of questions and answers.
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505. ACCURATE CLIENT INFORMATION ONLY

Policy:
Each agency will submit information only on individuals that are clients from the agency. Misrepresenting or knowingly
reporting inaccurate client information is a misuse of the NMIS.

Procedure:

Deliberate entry of incorrect information into ServicePoint is not permissible (e.g., if a client is not willing to give a full
name, no information will be entered into the NMIS database)
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506. PERFORMANCE IMPROVEMENT

Policy:
Each Participating Agency will endeavor to improve performance of entering data into NMIS.

Procedure:

System Administrators will work with Agency Administrators to develop plans for improved and increased performance
for Participating Agencies’ programs and to assess reporting needs. System Administrators will meet quarterly to review
Participating Agencies’ performance improvement plans and/or reports.

At a minimum, meetings will include plans to address issues pertaining to the following items:

Controlling access to the system — End User identification names and passwords.
Training and technical software support.

Technical performance of the system.

Overall data integrity.

Agency issues.

Security/Privacy/Confidentiality.
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Section 6

CONFIDENTIALITY, PRIVACY, AND
SECURITY
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601. COMPLIANCE WITH THE LAW

Policy:
Each agency and End User using ServicePoint is responsible to comply with the state and federal laws and regulations
applicable to its governing confidentiality of client records, access to, use, and disclosure of client information.

Procedure:
¢ No client data will be entered into the ServicePoint without the consent of the client.
¢ No client data will be shared outside the limits of the written client consent for Release of Information (ROI).
e Access to client data will be tightly controlled using security technology and restrictive End User access levels.
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602. CLIENT’S RIGHT TO PRIVACY

Policy:
Participating Agency privacy practices will comply with all applicable laws governing NMIS client
privacy/confidentiality. Applicable standards include, but are not limited to the following:
o Federal Register Vol. 69, No. 146 (HMIS FR 4848-N-02 - Federal statute governing information in a Homeless
Management Information System).

o HIPAA (Health Insurance Portability and Accountability Act).
o 42 CFR Part 2 (Federal statute governing drug and alcohol treatment).
e NMIS Policy and Procedures.
o Negotiated Interagency Data Sharing Agreement.
Procedure:

Procedures and roles relative to this policy vary from agency to agency but may include the following:

e Participating agencies may integrate NMIS into the agency’s existing Privacy Notice. If the agency does not have an
existing Privacy Notice, agencies may view sample Privacy Notices from www.hmis.info. The Privacy Notice must
reflect the Participating Agency’s privacy policy.

o Copies of the Participation Agreement, the End User Agreement, and interagency sharing agreement(s) may be
attached to the Privacy Notice policy. In addition to customizing the sample policy provided, the Participating
Agency should describe, if applicable:

a. A plan for remote access if staff will be using the NMIS outside the office such as doing entry from home.
Concerns addressed in this plan should include the privacy surrounding the off-site entry.

b.  Who will have what access levels on NMIS.
c. How access to the room(s) where the NMIS is being used will be controlled.

d. Procedures for acquiring client consent that include the following:

e  Where the Participating Agency’s Privacy Notice will be posted (e.g., all client intake areas and high-
traffic areas.

e How the Privacy Notice will be explained.
¢ How and when the Release of Information (ROI) will be introduced to clients, and

e A copy of the ROI signed by the client.
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603. SYSTEM ADMINISTRATOR MONITORING AND COMPLIANCE

Policy:
Access to ServicePoint will be monitored regularly for compliance of security protocols and data integrity.

Procedure:
e To be developed...
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APPENDIX A - AGENCY
PARTICIPATION AGREEMENT
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COMMUNITY ACTION OF NEBRASKA
AGENCY AGREEMENT
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AGENCY PARTNER AGREEMENT

For NMIS ServicePoint Client Information Management System

Nebraska Management Information System ServicePoint is a client information system that provides a standardized
assessment of consumer needs, creates individualized service plans and records the use of housing and services which
communities may use to determine the utilization of services of participating Agencies, identify gaps in the local service
continuum and develop outcome measurements.

The signature of the Executive Director of the Partner Agency indicates agreement with the terms set forth before a
Nebraska Management Information System ServicePoint account can be established for the Agency.

The Nebraska Management Information System (NMIS) is the primary coordinating Agency. Community Action of
Nebraska (CAN) shall be the system administrator. In this Agreement, ‘“Partner Agency” is an Agency participating in
NMIS ServicePoint, "Client" is a consumer of services, and “Agency” is the Agency named in this agreement.

l. Confidentiality

A. The Agency shall uphold relevant federal and state confidentiality regulations and laws that protect Client
records and the Agency shall only release client records with written consent by the client, unless otherwise
provided for in the regulations.

1.

The Agency shall abide specifically by federal confidentiality regulations as contained in the Code of
Federal Regulations, 42 CFR Part 2 regarding disclosure of alcohol and/or drug abuse records. In general
terms, the federal rules prohibit the disclosure of alcohol and/or drug abuse records unless disclosure is
expressly permitted by written consent of the person to whom it pertains or as otherwise permitted by 42
CFR Part 2. A general authorization for the release of medical or other information is not sufficient for
this purpose. The Agency understands the federal rules restrict any use of the information to criminally
investigate or prosecute any alcohol or drug abuse patients.

The Agency shall provide a verbal or written explanation of the NMIS ServicePoint database and the
terms of consent and shall arrange for a qualified interpreter or translator in the event that an individual is
not literate in English or has difficulty understanding the consent form.

The Agency shall not solicit or input information from Clients into the NMIS ServicePoint database
unless it is essential to provide services, or to conduct evaluation or research.

The Agency agrees not to release any confidential information received from the NMIS ServicePoint
database to any organization or individual without proper Client consent.

The Agency shall ensure that all staff, volunteers and other persons issued a User ID and password for
NMIS ServicePoint receives basic confidentiality training.

The Agency understands the file server, which will contain all Client information, including encrypted
identifying Client information, will be located at CCFL.

The Agency shall maintain appropriate documentation of Client consent to participate in the NMIS
ServicePoint database.

The Agency shall not be denied access to Client data entered by the Agency. Partner Agencies are bound
by all restrictions placed upon the data by the client of any Partner Agency. The Agency shall diligently

record in the NMIS ServicePoint system all restrictions requested. The Agency shall not knowingly enter
false or misleading data under any circumstances.

If this Agreement is terminated, CAN and remaining Partner Agencies shall maintain their right to the use
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of all Client data previously entered by the terminating Partner Agency; this use is subject to any
restrictions requested by the Client.

10. The Agency will utilize the NMIS ServicePoint Client Consent/Information Release form, as developed
in conjunction and coordination with Partner Agencies, for all clients providing information for the NMIS
ServicePoint database. The Client Consent/Information Release form, once signed by the Client,
authorizes Client data to be entered into the NMIS ServicePoint database and authorizes information
sharing with NMIS ServicePoint Partner Agencies.

11. If a Client withdraws consent for release of information, the Agency remains responsible to ensure that
Client’s information is unavailable to all other Partner Agencies.

12. The Agency shall keep signed copies of the Client Consent Form/Information Release forms for NMIS
ServicePoint for a period of three years unless program regulations require release forms to be kept on file
for a longer period of time.

13. NMIS does not require or imply that services must be contingent upon a Client's participation in the
NMIS ServicePoint database. Services should be provided to Clients regardless of NMIS ServicePoint
participation provided the Clients would otherwise be eligible for the services.

14. The agency agrees to permit the CAN System Administrator to monitor its handling of confidential client
data in connection with the ServicePoint Client Information Management System, including but not
limited to, its confidentiality procedures and documentation (client release of information, etc.).

1. NMIS ServicePoint Use and Data Entry

A. The Agency shall follow, comply with and enforce the User Policy, Responsibility Statement & Code of
Ethics (Attachment A). Modifications to the User Policy, Responsibility Statement & Code of Ethics shall be
established in consultation with Partner Agencies and may be modified as needed for the purpose of the
smooth and efficient operation of the NMIS ServicePoint system. CAN will announce approved
modifications in a timely manner via NewsFlash in NMIS ServicePoint.

1. The Agency shall only enter individuals in the NMIS ServicePoint database that exist as Clients under the
Agency's jurisdiction. The Agency shall not misrepresent its Client base in the NMIS ServicePoint
database by entering known, inaccurate information.

2. The Agency shall use Client information in the NMIS ServicePoint database, as provided to the Agency
or Partner Agencies, to assist the Agency in providing adequate and appropriate services to the Client.

B. The Agency shall consistently enter information into the NMIS ServicePoint database and will strive for real-
time, or close to real-time! data entry.

C. The Agency will not alter information in the NMIS ServicePoint database that is entered by another Agency
with known, inaccurate information. (l.e. Agency will not purposefully enter inaccurate information to over-
ride information entered by another Agency).

D. The Agency shall not include profanity or offensive language in the NMIS ServicePoint database on
statewide shared data.

E. The Agency shall utilize the NMIS ServicePoint database for business purposes only.

F. CAN will provide initial training and periodic updates to that training to select Agency Staff on the use of the
NMIS ServicePoint software.

! Real-time or close to real-time is defined by either immediate data entry upon seeing a Client, or data entry into the NMIS
ServicePoint database within five business days.
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G. CAN will be available for technical assistance within reason (i.e. troubleshooting and report generation).

H. The transmission of material in violation of any federal or state regulations is prohibited. This includes, but is
not limited to, copyright material, material legally judged to be threatening or obscene, and material
considered protected by trade secret.

I.  The Agency shall not use the NMIS ServicePoint database with intent to defraud federal, state or local
governments, individuals or entities, or to conduct any illegal activity.

J. Based on the number of User Licenses, the Agency shall pay the scheduled participation fee and an annual
scheduled support in each year.

. Reports
A. The Agency shall retain access to identifying and statistical data on the Clients it serves.
B. The Agency’s access to data on Clients it does not serve shall be limited to non-identifying and statistical
data.
C. The Agency may make aggregate data available to other entities for funding or planning purposes

pertaining to providing services to homeless persons. However, such aggregate data shall not directly or
indirectly identify individual Clients.

D. NMIS and/or CAN will use only unidentified, aggregate NMIS ServicePoint data for homeless policy and
planning decisions, in preparing federal, state or local applications for homelessness funding, to
demonstrate the need for and effectiveness of programs and to obtain a system wide view of program
utilization in the state.
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V. Proprietary Rights of Bowman Internet System

A The Agency shall not give or share assigned passwords and access codes of the NMIS ServicePoint
database with any other Agency, business, or individual.

B. The Agency shall not cause in any manner, or way, corruption of the NMIS ServicePoint database in any
manner.

VI. Terms and Conditions

A Neither NMIS nor the Agency shall transfer or assign any rights or obligations without the written
consent of the other party.

B. Upon violation of any of the Confidentiality provisions of this agreement CAN may immediately
terminate the Agency from use of ServicePoint Client Information Management System by giving verbal
notice to the Agency followed by written notice.

C. Upon violation of any other provision of this agreement, CAN may immediately suspend the Agency
from use of ServicePoint Client Information Management System by giving written notice to the Agency.
If the violation(s) are not corrected within ten (10) calendar days from notification date, CAN at its sole
option may immediately terminate this agreement.

D. This Agreement shall be in-force until revoked in writing by either party provided funding is available.

E. This Agreement may be terminated with 30 days written notice.

Signature of Executive Director Date
AGENCY FEIN
STREET ADDRESS

NE
CITY ZIP CODE
MAILING ADDRESS -- LEAVE BLANK IF SAME AS ABOVE

NE
CITY ZIP CODE
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Exhibit B — NMIS Fee Structure (2006 — 2007)

NMIS T CSMIS Service Point License Annual Costs

New License $175 + $64 (Sustainability Fee) = $239
Renewal License $80 + 64 (Sustainability Fee) = $144

Service Point — Bowman Internet Systems License Fees

$175 New license fee

$80  Annual Support fee

$300 ART Administrative Level Reporting License

Nebraska Management Information System Sustainability Fee

Sustainability Fee is an annual fee per license which will support shared sustainability costs of the NMIS
Statewide system. It is calculate by the total shared sustainability costs of $21,250 (see below) divided
by number of allocated licenses at the start of the year. Operating year is May 1-April 30. Cost is
rounded to nearest $1. NMIS Sustainability license fees are prorated over the year by month of license

purchase.

Sustainability Fee for May 2006 — April 2007: $64 per license

Nebraska Management Information System Shared Sustainability Costs:

Remote Hosted Server: $5,000
AIRS Taxonomy License: $250
Training Website: $3,000
SSL Certificate: $400
Server Maintenance/Support: $5,000
Administrative/Fiscal: $3,600
Legal/Other: $4,000
TOTAL $21,250

Italicized = Bowman Internet System Server Costs
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PANHANDLE PARTNERSHIP OF
HEALTH AND HUMAN SERVICES
AGENCY AGREEMENT
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PANHANDLE PARTNERSHIP FOR HEALTH AND HUMAN SERVICES
AGENCY PARTICIPATION AGREEMENT FOR BASIC INFORMATION DATABASE
THIS AGREEMENT is effective , 20 , by and between Panhandle Partnership for

Health and Human Services ("PPHHS") and ,a
("Agency"), each hereinafter referred to as a “Party” in the singular and as the

“Parties” in the plural.
RECITALS

PPHHS is a Nebraska nonprofit corporation created to facilitate the delivery of health and human services to qualified individuals
("Clients") in the Panhandle Region of Nebraska.

PPHHS accomplishes its mission by participating in a proprietary on-line database with certain Client information ("Basic Information™ as defined
below) through the Nebraska Management Information System (NMIS). NMIS acquires Basic Information from multiple participating agencies,
commingles the data to create a Basic Information profile for each Client, and authorizes participating agencies to access Basic Information about the
Clients they serve.

The NMIS owns the Basic Information Database. All information submitted by participating agencies for inclusion in the Database is transferred and
disclosed only with express Client authorization for the disclosure and transfer. Therefore, maintenance, use and disclosure of Basic Information in
the Database are governed by this Agreement and by Policies and Standard Operating Procedures adopted by NMIS.

The Parties recognize that Basic Information in NMIS's proprietary database includes confidential information regulated by state and federal law and
that different participating agencies are regulated in different ways.

The purpose of this Agreement is to identify the terms under which Agency will furnish Basic Information to the Database; maintain and furnish
Basic Information to Agency and other participating agencies, and the conditions and safeguards under which the Parties and all other participating
agencies will operate when so engaged.

THEREFORE, in consideration of the mutual undertakings contained in this Agreement, the Parties agree:
1. DEFINITIONS. As used in this Agreement:

Authorized User means a member of Agency's workforce who has been identified by Agency and authorized by PPHHS in accordance
with this Agreement.

Basic Information means the data elements as amended from time to time by mutual agreement of the Parties.

Basic Information Database or Database means the database created and maintained by NMIS containing and commingling Basic
Information submitted by Agency and other participating agencies.

Client means an individual who (i) seeks or obtains health and human services from a participating agency and (ii) consents to the transfer
of some or all of his or her Basic Information to the NMIS for inclusion in the Basic Information Database. For purposes of obtaining
Consent, Client also means a guardian or other personal representative of the Client who is recognized under state law as authorized to
make health care decisions on behalf of the Client in the case of minor, incompetent, incapacitated or deceased Client.

Consent means the written, signed permission that a participating agency obtains from or on behalf of a Client before submitting Basic
Information to the NMIS for inclusion in the Database. It is anticipated that there will be several forms of Consent depending upon the
different rules governing the participating agency using it.

EULA refers to the End User License Agreement governing the use of the ServicePoint software program which Agency and each
Authorized User must execute in order to utilize the ServicePoint product. The EULA is between Agency or Authorized User and Bowman
Internet Systems.

HIPAA refers to Title Il (Administrative Simplification) of the Health Insurance Portability and Accountability Act of 1996 and the
Privacy and Security Regulations issued thereunder. Some participating agencies are covered entities under HIPAA.

NMIS (Nebraska Management Information System) refers to the shared web-based information management system that allows
Authorized Users at participating agencies to collect clients’ personal information, demographic information, service and referral
information and, with the client’s permission, disclose certain information for inclusion in a Basic Information Database and is
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2.
as follow

administered by NMIS. The NMIS web server and database server are hosted in a secure facility in Louisiana. Internet access to the NMIS
is limited to participating agencies. The NMIS uses the ServicePoint software program.

ServicePoint means the ServicePoint software package licensed to the NMIS, Agency and other participating agencies and Authorized
Users by Bowman Internet Systems.

AGENCY'S OBLIGATION TO FURNISH BASIC INFORMATION. Agency agrees to solicit, obtain and furnish Basic Information
S:

2.1 Consent. Agency is responsible to obtain (from each Client) Consent for submitting Basic Information to the NMIS. Agency
(and each other participating agency) is presumed to have obtained the form of Consent it needs in order to disclose and transfer the
information it submits. In obtaining Consent, it is expressly agreed—

a. Consent shall be voluntary; services shall not be withheld, diminished or delayed based on a Client's decision not to
grant Consent or to limit Consent to less than all Basic Information;

b. Consent shall be informed. The Consent itself, or an accompanying written or oral explanation, shall describe the
proposed disclosure of Basic Information to the NMIS and the maintenance and use of the Basic Information Database;

C. Agency shall maintain a copy of each Client's Consent for not less than six (6) years from the date Basic Information is
submitted to the NMIS pursuant to such Consent;

d. Consent shall be signed and dated by the Client or by a personal representative of the Client recognized as having
authority to Consent on the Client's behalf;

e. Participating agencies that are covered entities under HIPAA, or that are business associates or contractors of entities
that are covered entities under HIPAA, shall use a form and procedure complying with the HIPAA requirements for
"authorization;" and

f. A form of consent titled Authorization to Disclose Basic Information is attached to this Agreement.

2.2 Descriptive Information. At the time of requesting or obtaining Consent, Agency shall furnish the Client (or offer to furnish if
the Client declines to receive a copy) with a written or electronic description of the proposed disclosure to the NMIS and how the Database
is maintained and how data in the Database is used and disclosed to Agency and the participating agencies (the "Explanation™). PPHHS
shall be responsible to prepare the Explanation and furnish Agency with copies of the Explanation. Agency shall be responsible to use the
current form of Explanation provided by Agency. The current form of Explanation titled Explanation of Uses and Disclosures is attached
to this Agreement. PPHHS shall use and disclose Basic Information solely in accordance with the terms of the Explanation in effect at the
time of the use or disclosure. Updated versions shall be maintained on the PPHHS website.

2.3 Basic Information Definition. Upon obtaining the Client's Consent, Agency shall submit Basic Information as defined by
NMIS. NMIS may modify the Basic Information Definition from time to time, but may not add data elements without Agency's Consent.

2.4 Certain Alcohol and Drug Treatment Records. If Agency is subject to regulation as an alcohol or drug treatment center under
45 C.F.R. Part 2, Agency shall not furnish any information to the NMIS for inclusion in the Basic Information Database which is subject to
an enforceable prohibition against re-disclosure under such regulations.
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4.
following

AGENCY'S ACCESS TO BASIC INFORMATION. Agency may access and use the Database subject to the following conditions:

31 Relationship to Client. As a condition of accessing or using any Client-specific information on the Database, Agency shall
have, shall have had, or based on current scheduling shall be about to have, a service relationship with the Client.

3.2 Permitted Purposes. Agency may only access Basic Information on or from the NMIS Database under this Agreement for bona
fide Agency activities consisting of the following:

a. providing, arranging for, requesting or evaluating services for Clients;
b. obtaining, requesting or supporting requests for reimbursement for services to Clients;
C. quality assessment, utilization review and other service measurement and service planning functions; and
d uses required by law.
3.3 Incorporated into Agency Records. Once Agency accesses and obtains Basic Information for permissible purposes in

accordance with this Agreement and incorporates such information into its records, the information in Agency’s possession becomes a part
of Agency’s records and shall be maintained, used and disclosed in accordance with Agency’s Policies and Procedures, including the
NMIS Policies and Standard Operating Procedures described in Paragraph 5.4.

3.4 Limitation on Resale. Agency shall not access Basic Information from the Basic Information Database for the purpose of sale
of the information to third parties or disclosure of the information to third parties for commercial gain, except to obtain payment for
services rendered to the Client or in connection with bona fide grant writing or funding requests of Agency.

GENERAL AGENCY OBLIGATIONS. In order to participate in the NMIS or to access Basic Information, Agency shall meet the
requirements:

4.1 EULA. Agency shall assure that Agency and each Authorized User at Agency is subject to an effective End User License
Agreement with Bowman Internet Systems.

4.2 Agency Administrator. Agency shall designate an Agency Administrator as the principal contact person at Agency in
connection with NMIS usage and issues. The Agency Administrator shall be an Authorized User. Designation is subject to approval by
PPHHS, which approval shall not be unreasonably withheld.

4.3 Authorized Users. Agency shall designate one or more Authorized Users. Only Authorized Users shall have access to NMIS
and be permitted to transmit, view or obtain Basic Information on the Database or be permitted to provide information to or obtain
information from the Database. An Authorized User is a person who:

a. is a member of Agency’s workforce (whether employed, leased or functioning as an Agency Volunteer) who is under
Agency’s control and subject to Agency’s supervision in the performance of all functions relating to access to the NMIS;

b. has been designated by Agency in the manner prescribed by PPHHS and approved by PPHHS;
C. has executed a Confidentiality Agreement in the form required by PPHHS; and
d. has been issued and currently holds a password and NMIS identity issued by PPHHS.

A copy of the current User Agreement that includes statement of confidentiality is attached.

4.4 Training, Supervision and Status Notification. Agency is responsible to:

a. Identify, train, monitor and supervise all members of its workforce with respect to access, use and disclosure of Basic
Information. This includes enforcing the NMIS Policies and Standard Operating Procedures. Agency shall make certain that all
members of its workforce who are subject to a User Agreement obtain training as directed NMIS.

b. Immediately (same business day but not more than twenty-four (24) hours of becoming aware) notify PPHHS in the
event the status of any Authorized User changes in a way that affects the User's need to submit or access Basic Information.

C. Immediately (within twenty-four (24) hours of becoming aware) notify PPHHS and NMIS in the event Agency has
reason to believe Agency or an Authorized User has violated this Agreement by improperly accessing, using or disclosing Basic
Information and assist PPHHS and NMIS upon request to mitigate the harmful effects to the Client of such improper access, use
or disclosure.
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45 Policies and Procedures. Agency shall adopt, implement and enforce NMIS Policies and Standard Operating Procedures
incorporating the relevant terms of this Agreement and the NMIS Policies and Standard Operating Procedures in paragraph 5.4 of this
Agreement and such other policies, procedures and terms as are appropriate for its workforce.

4.6 Enforcement; Sanctions. Agency shall be exclusively responsible to discipline members of its workforce and to enforce
workforce sanctions for violations of this Agreement or the NMIS Policies and Standard Operating Procedures required by this Agreement,
provided that PPHHS and NMIS shall have authority to suspend, limit, condition or terminate NMIS access by members of Agency’s
workforce.

4.7 Mitigation. Agency will mitigate or assist PPHHS and NMIS to mitigate, to the extent reasonably practical, the harmful effects
of any improper access, use or disclosure of Basic Information by Agency or by any members of Agency’s workforce.

RESPONSIBILITIES OF PPHHS.

5.1 ServicePoint Access. While Community Access Program funding is available, it will be used to provide ServicePoint User
Licenses for Agency at the sole discretion of the PPHHS Board of Directors. Agency agrees to pay for ServicePoint User License fees and
any other required fees when Community Access Funding designated for this purpose is exhausted, unless Agency terminates this
Agreement.

5.2 Basic Information Database. PPHHS agrees to:

a. Endeavor to contract with other health and human service agencies in the Panhandle Region and in the state of
Nebraska in order to develop a more comprehensive Database.

b. Limit access to Basic Information to participating agencies which have given similar assurances to those given by
Agency hereunder and which have executed similar Participation Agreements.

C. Adopt reasonable and appropriate physical, technical and administrative safeguards to reasonably protect information
in the Basic Information Database against foreseeable threats to privacy, integrity or availability.

5.3 Insurance. PPHHS shall obtain and maintain, at all times that a claim could be brought against it in connection with the
relationship described in this Agreement, a broad form policy of general liability insurance with coverage limits not less than one million
dollars ($1,000,000) per occurrence and three million dollars ($3,000,000) aggregate per policy year through insurance companies
authorized to do business in Nebraska.

5.4 Policies, Procedures and Training. PPHHS shall establish and maintain through a cooperative and informative process,
policies and procedures applicable to NMIS and participating agencies. The current NMIS Policies and Standard Operating Procedures are
attached to this Agreement. PPHHS shall offer informational and educational programs and literature regarding such policies and regarding
best practices in secure and confidential data management. It is anticipated that PPHHS will become an educational and training resource to
participating agencies in connection with the activity described in this Agreement.

55 System Administration. PPHHS shall serve as System Administrator granting and revoking individual User and Agency access
to the NMIS. For the protection of Agency and other participating agencies, PPHHS agrees to promptly investigate any improper access,
use or disclosure coming to its attention.

5.6 Mitigation. PPHHS and NMIS will mitigate, to the extent reasonably practical, the harmful effects of any such improper access,
use or disclosure coming to its attention.

5.7 Enforcement. PPHHS may suspend, limit, condition or revoke NMIS access by Agency, the Agency Administrator or Agency’s
Users for violation of this Agreement or the NMIS Policies and Standard Operating Procedures referred to herein. PPHHS may utilize this
authority in the event that PPHHS has reasonable cause to believe that Agency, the Agency Administrator or Agency’s Users (or any of
them) have violated the terms of this Agreement, including the attachments hereto. In order to exercise this authority, PPHHS must only
have a reasonable basis to believe there is or has been a breach, provided that any action taken prior to completion of a full investigation
shall be preliminary in nature only. Agency acknowledges that this authority is granted to PPHHS so that the other participating agencies
can have confidence in and be induced to continue to furnish Basic Information and utilize the Database, and so that the Explanation given
to Clients at the time Consent is obtained will be accurate. PPHHS agrees to exercise this authority in good faith in order to enforce this
Agreement.

5.8 No Resale. PPHHS and NMIS shall not sell or resell information in the Basic Information Database, other than in de-identified
(as defined under HIPAA) form, or other than to participating agencies or their contractors for permitted purposes.

5.9 Research. PPHHS may permit Agency, other participating agencies and their representatives and third parties to utilize de-
identified (as defined under HIPAA) information in the Basic Information Database in connection with grant writing and funding needs of
participating agencies or in order to conduct research on the delivery and availability of health and human services in the Panhandle
Region. All NMIS System Administrators will have access to aggregate (de-identified) level data, based on a need to know basis, for the
purpose of reporting.
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6. OWNERSHIP AND CONTROL OF BASIC INFORMATION. It is expressly agreed that all Basic Information submitted to the NMIS
pursuant to Client Consent for the purposes stated in this Agreement shall be owned by and become the property of NMIS and may be maintained,
used and disclosed by NMIS for its purposes pursuant to this Agreement. Basic Information shall, upon receipt by the NMIS, be commingled with
Basic Information submitted by other participating agencies and lose its identity as Agency information. The foregoing does not prevent Agency
from maintaining identical or similar data to that submitted to the NMIS in its own database and records for its own Agency purposes. Once
submitted to the NMIS pursuant to this Agreement, Agency cannot require that such Basic Information be expunged. However, in the event that
Agency gives timely notification to PPHHS that its Consent to submit the Basic Information to the NMIS was invalid under applicable state or
federal law, PPHHS will endeavor to eliminate from its Basic Information Database that information for which Agency was the sole source.

7. RELATIONSHIP OF THE PARTIES.

7.1 Independent Contractor. PPHHS and Agency are independent contractors to one another, each engaged in its separate line of
business. Nothing in this Agreement or the Attachments to this Agreement shall have the effect of creating a common business enterprise
or the relationship of agent or joint venturer between the Parties.

7.2 PPHHS Not a Regulated Entity. PPHHS is not a regulated service provider. It is not a covered entity under HIPAA (as
hereinafter defined), although a number of participating agencies are. It is not a regulated educational agency subject to FERPA, although a
number of participating agencies are. It is not a regulated alcohol and drug treatment facility or a regulated mental health facility, although
a number of participating agencies are. Instead, PPHHS is an independent entity that maintains a proprietary database of Client information
("Basic Information™) supplied by participating agencies pursuant to Client consent.

7.3 PPHHS Is Not A Business Associate. The disclosure of Basic Information by Agency to the NMIS is pursuant to valid Consent
(authorization in the case of covered entities under HIPAA), not pursuant to a business associate agreement. Nothing in this Agreement
shall have the effect of creating a business associate relationship between the Parties with respect to participation in the NMIS or
maintenance of the Basic Information Database.

7.4 Party Responsibility. The NMIS Policies and Standard Operating Procedures adopted herein are not intended to meet the
regulatory or compliance needs of participating agencies. Each participating agency remains solely responsible to determine whether its
participation in the PPHHS network according to the terms of the NMIS Policies and Standard Operating Procedures, the Participation
Agreement and the various user agreements and licenses it is required to sign, meets its legal and compliance requirements. Use of the
NMIS constitutes acceptance of these policies and procedures.

The Parties acknowledge that they may enter into one or more additional agreements defining different commercial relationships between
them and that the status of the Parties to one another in those relationships with respect to the Client information treated therein shall be
defined in those separate agreements.

8. QUALIFICATIONS.

8.1 PPHHS. At all times that this Agreement is in effect, PPHHS shall:

a. be a Nebraska nonprofit corporation, exempt under Section 501(c)(3) of the Internal Revenue Code, and authorized to
transact the business described in this Agreement in Nebraska;

b. hold such ServicePoint EULAs for itself and its System Administrator(s) as may be necessary to maintain the Basic
Information Database and perform the responsibilities described in this Agreement; and

C. not be disqualified for rendering services to or on behalf of agencies that are participating providers and suppliers under
the Medicare and Medicaid programs.

8.2 Agency. At all times that this Agreement is in effect, Agency shall:

a. be a duly organized health or human service agency in the state of Nebraska with a bona fide need to subscribe to the
NMIS Basic Information Database; and

b. hold such ServicePoint EULAs for itself and its System Administrator(s) as may be necessary to maintain the Basic
Information Database and perform the responsibilities described in this Agreement.

9. TERM AND TERMINATION. The term of this Agreement shall be for two (2) year(s), commencing on

, and terminating on , . Thereafter this
Agreement shall automatically renew for successive one (1) year periods unless either Party notifies the other Party in writing of intent not to renew
not less than thirty (30) days prior to an anniversary date. Each one-year anniversary of the commencement date is an “Anniversary.” This
Agreement may be terminated during the initial term or any renewal period as follows:

9.1 Without Cause. On any Anniversary, without cause and without penalty, by either Party upon giving the other Party not less
than ninety (90) days' prior notice of termination in writing.
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10.

9.2 For Cause. For cause by either Party upon giving the other Party not less than thirty (30) days’ prior notice of termination in
writing specifying the alleged breach or default and the date on which termination will be effective; provided that in the event of
termination for cause under this Subsection 9.2, the Party receiving notice shall have the notice period in which to correct or cure the
alleged breach or default to the reasonable satisfaction of the Party giving notice. Cause under this Subsection 9.2 consists of a material
breach or default by the Party receiving notice in the performance or under the terms and conditions of this Agreement.

9.3 Supervening Law. By either Party upon not less than ten (10) days’ prior written notice to the other Party specifying the date on
which termination will become effective in the event of any action or threatened action by local, state or federal governmental or
accrediting bodies, or any opinion by legal counsel to the effect that any provision of state or federal law or regulation creates a serious risk
of assessment, sanction, penalty or other significant consequence to the Party giving such notice. In the event of notice given by either
Party under this provision, the Parties agree to attempt to resolve the legal impediment or amend the Agreement in good faith, but subject
to maintaining the benefit of the Agreement for each Party.

9.4 Effect of Termination. Upon termination of this Agreement:
a. Agency shall cease submitting Basic Information to the NMIS;
b. Agency shall have no further authority to obtain Basic Information from the NMIS's database; and
C. all of Agency's access authority to submit or access information to or in the Basic Information Database shall terminate.

NOTICE. Any notice required to be given by this Agreement shall be sufficient if in writing and if personally delivered to the addressee

or if mailed by United States mail, certified or registered mail with return receipt requested, postage prepaid to:

11.

in the case of PPHHS and, in the case of Agency:

ACCESS TO BOOKS AND RECORDS. The following provision applies only in the case of Agencies which are participating providers

or suppliers under the federal Medicare program:

PPHHS agrees to make books and records available, and to require any subcontractor to make books and records available, upon request of the
Secretary of Health and Human Services or the Comptroller General of the United States for up to four (4) years following the furnishing of services
under this Agreement pursuant to § 1861(v)(1)(I) of the Social Security Act.

12.

MISCELLANEOUS. The following additional conditions apply to this Agreement:

12.1 Severability. In the event that one or more of the provisions contained in this Agreement are declared invalid, illegal or
unenforceable in any respect, the validity, legality and enforceability of the remaining provisions shall not in any way be impaired thereby
unless the effect of such invalidity is to substantially impair or undermine either Party's rights and benefits hereunder.

12.2 Assignment. Neither Party may assign or transfer this Agreement to a third party without the written permission of the other
Party, provided, however, that a Party may transfer or assign this Agreement to a subsidiary or affiliate which it controls or which controls
it or which is under common control with it, provided that the transferee or assignee meets all of the terms and conditions, including the
qualification, of this Agreement.

12.3 Waiver. The failure of either Party to insist in any one or more instances upon performance of any terms or conditions of this
Agreement shall not be construed as a waiver of future performance of any such term, covenant or condition, but the obligations of such
Party with respect thereto shall continue in full force and effect.

12.4 Recitals. The recitals are intended to describe the intent of the Parties and the circumstances under which this Agreement is
executed and shall be considered in the interpretation of this Agreement.

12.5 Amendment. This Agreement may be amended only by written agreement of PPHHS and Agency.
12.6 Applicable Law. This Agreement shall be interpreted according to the laws of the State of Nebraska
12.7 No L egal Disability. Each Party represents that its execution and performance of this Agreement will not violate any term,

covenant or understanding with any other person or entity, or place such Party in breach of any contractual or legal obligation to a third
party, or give rise to legal liability on the part of the other Party.

12.8 Legal Analysis. The terms of this Agreement and of the NMIS Policies and Standard Operating Procedures referred to herein
are not intended to meet the regulatory or compliance needs of participating agencies. Agency and each participating agency remains solely
responsible to determine whether its participation in the NMIS and the Basic Information Database project according to the terms of this
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Agreement and the various EULASs it is required to sign, meets its legal and compliance requirements. Use of the NMIS constitutes
acceptance of these policies and procedures.

12.9 No Third-Party Beneficiaries. This Agreement is executed for the benefit of the named Parties only. Nothing in this Agreement
or in the negotiation of this Agreement or in the solicitation of proposals preceding this Agreement shall have the effect of conferring any
rights or expectations on any third party. No one other than a Party to this Agreement or a Party’s permitted successor or assign shall have
the right to enforce any covenant, term or condition in this Agreement.

12.10  Entire Agreement. This Agreement constitutes the entire agreement between the Parties and subsumes and incorporates all
prior written and oral statements and understandings related to Agency's participation in the NMIS subscription database for Basic

Information. The attachments referred to herein, including updated versions hereafter posted on the PPHHS web site, are a part of this
Agreement.

EXECUTED IN DUPLICATE:

PANHANDLE PARTNERSHIP FOR AGENCY
HEALTH AND HUMAN SERVICES

By: By:

Title: Title:
Date: Date:
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PANHANDLE PARTNERSHIP FOR HEALTH AND HUMAN SERVICES

AGENCY APPLICATION SERVICES AGREEMENT

THIS AGREEMENT is effective , 20 , by and between Panhandle Partnership for
Health and Human Services ("PPHHS") and ,a
("Agency"), each hereinafter referred to as a “Party” in the singular and as the

“Parties” in the plural.
RECITALS

PPHHS is a Nebraska nonprofit corporation created to facilitate the delivery of health and human services to certain individuals in the
Panhandle Region of Nebraska.

PPHHS accomplishes its mission by arranging for certain Application Services (as defined herein) to be offered to organizations such
as Agency on a hosted server.

The purpose of this Agreement is to identify the terms under which PPHHS will furnish Agency access to the Application Services.
THEREFORE, in consideration of the mutual undertakings contained in this Agreement, the Parties agree:

DEFINITIONS. As used in this Agreement:
Attachments. The following Attachments are attached hereto and made a part hereof:

Attachment "A": Agency Agreement for Application Services and related fees.
Attachment "B": NMIS Policies and Standard Operating Procedures.
Attachment "C": Remote Computer System Specifications.

Any other Attachments.

Authorized User means a member of Agency's workforce who has been identified by the Agency and authorized by PPHHS in
accordance with this Agreement.

Basic Information Database shall have the same meaning as set forth in the Agency Participation Agreement for Basic Information
Database entered into between PPHHS and Agency. If no such agreement exists then, for purposes of this Agreement, the Basic
Information Database does not exist.

EULA refers to the End User License Agreement governing the use of the ServicePoint software program which Agency and each
Authorized User must execute in order to utilize the ServicePoint product. The EULA is between the Agency or Authorized user and
Bowman Internet Systems.

Host Computer System means the computer system which hosts the Application Services.

Remote Computer Systems means the personal computers (PCs) which meet the specifications set forth in Attachment "C" and are
used to access the Application Services on the Host Computer System.

NMIS (Nebraska Management Information System) refers to the shared web-based information management system that allows Authorized Users
at participating agencies to collect clients’ personal information, demographic information, service and referral information and, with the client’s
permission, disclose certain information for inclusion in a Basic Information Database and is administered by NMIS. The NMIS web server and
database server are hosted in a secure facility in Louisiana. Internet access to the NMIS is limited to participating agencies. The NMIS uses the
ServicePoint software program.

ServicePoint means the ServicePoint software package utilized by NMIS, Agency and other participating agencies for the transmission
and storage of data on the Application Services Database.

Third Party means any natural person or legal entity other than NMIS or Agency.
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APPLICATION SERVICES.

License Grant. In accordance with the terms of this Agreement, NMIS grants to Agency a limited, nontransferable, non-exclusive
license to use the Application Services identified on Attachment "A" on the Host Computer System. Notwithstanding anything to the
contrary, Agency may not use the Application Services in a resale capacity, to process and/or analyze the data of a third party as a
service bureau or on any hardware other than the Host Computer System or a Remote Computer System.

Accessing Host Computer System.

The Nebraska Management Information System, henceforth referred to as ANMI S, o wildl
equipment, software and services necessary for the operation and maintenance of the Nebraska Management Information System
(NMIS). NMIS reserves the right to change the configuration of its Host Computer System and change or delete equipment or software

at any time.

The Host Computer System may only be accessed using Remote Computer Systems which meet the specifications set forth on
Attachment "C." Agency is responsible for providing its own Remote Computer Systems.

Agency is also responsible for obtaining an Internet connection for communicating between the Host Computer System and the Remote
Computer Systems.

NMIS will provide information regarding data back-up procedures, security, and other functions as reasonably requested by Agency.
Proprietary Information.

All components of the Application Services provided to Agency shall remain at all times the property of NMIS and/or its Third Party
Software Application vendors and contain trade secrets and other valuable proprietary information of NMIS and/or its Third Party
vendor.

Agency acknowledges and understands that the Application Services are owned by Third Parties which NMIS uses under license
agreements. Agency acknowledges that title to the Application Services remains with and is subject to the proprietary rights of NMIS or
its Third Party vendor, and such Application Services contain trade secrets and other valuable proprietary information of NMIS or its
Third Party vendor.

Agency agrees it shall not: (i) alter or modify the Application Services or any part thereof; (ii) copy or duplicate, or permit a Third Party
to copy or duplicate, the Application Services or any part thereof; or (iii) reverse engineer, decompile or disassemble Application
Services, unless otherwise provided in the relevant Product Schedule.

Agency agrees not to license, sell, transfer, lease or disclose the Application Services to any Third Party.

Each party shall retain in confidence all proprietary information transmitted to the other that the disclosing party has identified in writing,
or orally and then subsequently identified in writing, as being proprietary and/or confidential, and will make no use of such information
except under the terms and during the term of this Agreement.

Agency agrees to use all reasonable precautions and take all necessary steps to prevent the Application Services from being acquired
by unauthorized persons, and to take appropriate action, by instruction, agreement, or otherwise, with regard to all persons permitted
access to the Application Services, in order to ensure the Application Services are protected. Agency shall not disclose the Application
Services to any person for any purpose other than as provided in this Agreement. However, neither party shall have an obligation to
maintain the confidentiality of information that (i) it has rightfully received from another party prior to its receipt from the disclosing party;
(ii) the disclosing party has disclosed to a Third Party without any obligation to maintain such information in confidence; (iii) enters the
public domain or becomes generally known to the public by some action other than breach of this Agreement by the receiving party; or
(iv) is independently developed by the receiving party. Each party shall safeguard proprietary and confidential information disclosed by
the other using the same degree of care it uses to safeguard its own proprietary and confidential information but, in no event, shall use
less than a reasonable degree of care.

All data entered into the Application Services by Agency (which does not become part of the Basic Information Database) shall be and
remain proprietary information of Agency and held in confidence by PPHHS and NMIS as set forth in Section 2.3(f).

Permitted Purposes. Agency may only access Application Services for its own bona fide activities.

EULA. Agency and each Authorized User shall be party to a current and effective EULA with Bowman Internet Systems at all times
that this Agreement is in effect.

Termination, Suspension, Limitation. PPHHS shall have authority to terminate, suspend or limit access to the Application Services
or Host Computer System by Agency, the Agency Ad mi ni strator or any of the Agencyds User
cause to believe that they (or any of them) have violated the terms of this Agreement, including the exhibits hereto. In order to exercise
this authority, PPHHS must only have a reasonable basis to believe there is or has been a breach, provided that any action taken prior
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to completion of a full investigation shall be preliminary in nature only. PPHHS agrees to exercise this authority in good faith in order to
enforce this Agreement.

Change in Status. Agency is responsible to identify, train, monitor and supervise all members of its workforce with respect to access,
use and disclosure of Application Services. This includes enforcing the NMIS Policies and Standard Operating Procedures. Agency
shall make certain that all members of its workforce who are subject to a User Agreement obtain training and retraining as directed by
NMIS.

Enforcement. Violation of the NMIS Policies and Standard Operating Procedures or an individual User Agreement shall be grounds
for sanction by PPHHS and NMIS (which may temporarily or permanently revoke User authorization or take other steps appropriate to
the circumstances) or by Agency in accordance with Agency's policies.

POLICIES AND PROCEDURES.

PPHHS, in cooperation with all participating agencies, has adopted NMIS Policies and Standard Operating Procedures designed to
assure the uniform application of rules and safeguards to Application Services. NMIS Policies and Standard Operating Procedures are
developed as a cooperative process between PPHHS and participating agencies. The current NMIS Policies and Standard Operating
Procedures are attached to this Agreement as Attachment "B". Agency agrees to adopt, implement and enforce the NMIS Policies and
Standard Operating Procedures insofar as applicable to Agency's operations. It is understood that Agency's undertaking to adopt and
follow the NMIS Policies and Standard Operating Procedures is express consideration for PPHHS' participation in this Agreement.

PAYMENTS.

Fees. Agency agrees to pay the amount(s) specified in Attachment "A." PPHHS may modify this Attachment upon 90 days written
notice to Agency.

Payment Terms. Unless otherwise specified, payments will be due and payable to PPHHS within thirty (30) days of the date of
PPHHS's invoice.

Taxes. PPHHS acknowledges that Agency is exempt from the imposition of sales and use tax in the State of Nebraska, and that no
sales or use tax shall be charged to Agency so long as such exemption continues. Agency may provide PPHHS with evidence of
exemption from applicable taxes acceptable to the appropriate taxing authority. Agency shall have the right to protest any tax
assessment, interest charge or penalty which it reasonably believes has been improperly assessed and is not due and owing. Pending

final resolution of such protest, Agencyds failure to paainot he
constitute a breach of this Agreement.

Interest. Any payments not made when due will be subject to an interest charge of one and one-half percent (1.5%) per month, unless
applicable law specifies a lower lawful rate of interest, in which case past due payments shall bear interest at that lower maximum rate.
Interest shall not be applied to any invoice during which time Agency is disputing such invoice.

WARRANTIES.

Third-Party Warranties. The Application Services and access to the Host Computer System are being acquired from a Third Party.
PPHHS and NMIS do not make any warranties regarding Third-Party software, services or equipment.

Remedies And Exclusions. PPHHS and NMIS do not warrant that operation of the Application Services or Host Computer System

wi || be uninterrupted or error free or that it shall nregriyofdtg enc

own data, reports, documentation and security. The exclusive remedy of Agency, and N M| Ssble obligation, in the event of any
warranty claim or any other contract deficiency shall be for NMIS to repair or replace the defect or, if such repair or replacement is not

provided or does not correct the defective item, to refund an equitable part ofthe Agency 6s payments for the

in reference to prior use and impact of the defect. THE WARRANTIES ABOVE ARE EXCLUSIVE AND IN LIEU OF ALL OTHER
WARRANTIES AND CONDITIONS, EXPRESSED, IMPLIED OR STATUTORY, INCLUDING, BUT NOT LIMITED TO, THE
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, TITLE OR NONINFRINGEMENT.

LIMITATION OF LIABILITY.

Limitation Of Liability. PPHHS's liability to Agency for damages (regardless of the form of action, whether in contract, tort, warranty or
otherwise) shall in no event exceed the amounts paid by the Agency to PPHHS under this Agreement during the three months
immediately preceding the claimed loss.

Disclaimer Of Damages. PPHHS shall not be liable for any direct, special, incidental, indirect or consequential damages or for the
loss of profit or revenue even if PPHHS shall have been advised of the possibility of such potential loss or damages.

SUPPORT. PPHHS shall provide limited support for the Application Services.
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RELATIONSHIP OF THE PARTIES.

PPHHS and Agency are independent contractors to one another, each engaged in its separate line of business. Nothing in this
Agreement or the Attachments to this Agreement shall have the effect of creating a common business enterprise or the relationship of
agent or joint venturer between the Parties.

QUALIFICATIONS.
PPHHS. At all times that this Agreement is in effect, PPHHS shall:

e be a Nebraska nonprofit corporation, exempt under Section 501(c)(3) of the Internal Revenue Code, and authorized to
transact the business described in this Agreement in Nebraska;

e not be disqualified for rendering services to or on behalf of agencies that are participating providers and suppliers under the
Medicare and Medicaid programs.

Agency. At all times that this Agreement is in effect, Agency shall be a duly organized health or human service agency in the State of
Nebraska.

TERM AND TERMINATION. The term of this Agreement shall be for two (2) vyear(s), commencing on
and terminating on . Thereafter
this Agreement shall automatlcally renew for successive one (1) year periods unless either Party notifies the other Party in writing of
intent not to renew not less than thlrty (30) days prior to an anniversary date. Each one-year anniversary of the commencement date is

an AAnniversary.o This Agreement may bwalpéariedrasrfollonait ed during t he

Without Cause. On any Anniversary, without cause and without penalty, by either Party upon giving the other Party not less than
ninety (90) days prior notice of termination in writing.

For Cause. For cause by either Party upongiving t he ot her Party not l ess than thirty (

specifying the alleged breach or default and the date on which termination will be effective; provided, that in the event of termination for
cause under this Subsection 0, the Party receiving notice shall have the notice period in which to correct or cure the alleged breach or
default to the reasonable satisfaction of the Party giving notice. Cause under this Subsection 0 consists of a material breach or default
by the Party receiving notice in the performance or under the terms and conditions of this Agreement.

Third Party Contract Termination. At the option of PPHHS, if the contract with the Third Party for the Application Services or access
the Host Computer System is terminated for any reason whatsoever.

Supervening Law. By either Party upon not | ess than ten (10) dayg<h
termination will become effective in the event of any action or threatened action by local, state or federal governmental or accrediting
bodies, or any opinion by legal counsel to the effect that any provision of state or federal law or regulation creates a serious risk of
assessment, sanction, penalty or other significant consequence to the Party giving such notice. In the event of notice given by either
Party under this provision, the Parties agree to attempt to resolve the legal impediment or amend the Agreement in good faith, but
subject to maintaining the benefit of the Agreement for each Party.

Effect of Termination. Upon termination of this Agreement, regardless of the reason, Agency shall inmediately cease use of the
Application Services, removeany access from Agency6s computers to the Host
the return or destruction of all remaining copies of any related documentation. Agency agrees to certify its compliance with the
foregoing requirementuponPPHHS&6s request .

NOTICE.

Any notice required to be given by this Agreement shall be sufficient if in writing and if personally delivered to the addressee or if mailed
by United States mail, certified or registered mail with return receipt requested, postage prepaid to:

in the case of PPHHS and, in the case of Agency:
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MISCELLANEOUS. The following additional conditions apply to this Agreement:

Severability. In the event that one or more of the provisions contained in this Agreement are declared invalid, illegal or unenforceable
in any respect, the validity, legality and enforceability of the remaining provisions shall not in any way be impaired thereby unless the
effect of such invalidity is to substantially impair or undermine either Party's rights and benefits hereunder.

Assignment. This Agreement is personal to Agency and may not be assigned or transferred, nor may any of the duties and
responsibilities of Agency be assigned or transferred, except in the case of temporary coverage and then only under terms satisfactory
to PPHHS.

Waiver. The failure of either Party to insist in any one or more instances upon performance of any terms or conditions of this
Agreement shall not be construed as a waiver of future performance of any such term, covenant or condition, but the obligations of
such Party with respect thereto shall continue in full force and effect.

Force Majuere. Neither party shall be responsible for any damages, delay in performance or failure to perform hereunder (1) provided
that such failure or delay (a) could not have been prevented by reasonable precautions and (b) cannot reasonably be circumvented by
the non-performing party through the use of alternate sources, work-around plans, or other means; and (2) if, and to the extent that
such failure was caused by acts or occurrences beyond its reasonable control including, but not limited to, strikes or other labor
disputes, riots or other civil disturbance, embargoes, government regulations or requirements (executive, legislative, judicial, military or
otherwise), power failure, electrical surges or current fluctuations, lightning, earthquake, flood, war, water, the elements, or other forces
of nature, delays or failures of transportation, equipment shortages or suppliers' failures.

Recitals. The recitals are intended to describe the intent of the Parties and the circumstances under which this Agreement is executed
and shall be considered in the interpretation of this Agreement.

Amendment. This Agreement may be amended only by written agreement of PPHHS and Agency.
Applicable Law. This Agreement shall be interpreted according to the laws of the State of Nebraska

No Legal Disability. Each Party represents that its execution and performance of this Agreement will not violate any term, covenant or
understanding with any other person or entity, or place such Party in breach of any contractual or legal obligation to a third party, or
give rise to legal liability on the part of the other Party.

No Third-Party Beneficiaries. This Agreement is executed for the benefit of the named Parties only. Nothing in this Agreement or in

the negotiation of this Agreement or in the solicitation of proposals preceding this Agreement shall have the effect of conferring any
rights or expectations on any third party. No one ot hessignshala n a
have the right to enforce any covenant, term or condition in this Agreement.

Entire Agreement. This Agreement constitutes the entire agreement between the Parties and subsumes and incorporates all prior
written and oral statements and understandings related to Agency's participation in the PPHHS subscription database for Application
Services.

Interpretation. The wording used in this Agreement is the wording chosen by the Parties to express their mutual intent, and no rule of
strict construction shall be applied against or in favor of any Party. Section headings are for convenience only, and do not limit or affect
the provisions of this Agreement or their interpretation. This Agreement and the documents incorporated herein by reference shall be
construed wherever reasonable as being consistent with each other. When such construction is unreasonable, the order of preference
shall be:

This Agreement,

Attachment "A,"

Attachment "B,"

Attachment "C," and,

Any other Attachments.

EXECUTED IN DUPLICATE:

PANHANDLE PARTNERSHIP FOR AGENCY
HEALTH AND HUMAN SERVICES

By: By:

Title: Title:
Date: Date:
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HIPAA Business Associate Amendment

This Business Associate Amendment (the "Amendment") to the PPHHS AGENCY APPLICATION SERVICES
AGREEMENT (the "Agreement") between the parties is effective as of the later of the date signed or April 14, 2003. The

Agreement is amended as follows:

ARTICLE 1
Background, Purpose and Definition

11 Regulatory citations in this Article are to the
United States Code of Federal Regulations, as promulgated
August 17, 2000 (the "Transactions Rule"), April 14, 2001 (the
"Privacy Rule"), and February 20, 2003 (the "Security Rule").
Unless otherwise specified in this Article, all terms not
otherwise defined shall have the meaning established for
purposes of Title 45 parts 160 through 164 of the United States
Code of Federal Regulations, as amended from time to time.

1.2 The purpose of this Article is to set forth the
terms and conditions deemed necessary by the parties hereto
to ensure compliance with the requirements applicable to
PPHHSG6s handl i ng IlinfinforRationt (&PEIIY)
under the Privacy and Security Rules and the parties'
compliance with the Transaction Rule.

ARTICLE 2
Permitted Uses and Disclosures of PHI

2.1 PPHHS agrees to not use or disclose PHI
other than as permitted or required by this Agreement or as
Required By Law.

2.2 Except as otherwise limited herein PPHHS
may:

221 Use or disclose PHI to perform
functions, activities, or services for, or on behalf of, Agency as
specified in this Agreement, provided that such use or
disclosure would not violate the Privacy Rule if done by
Agency or the minimum necessary policies and procedures of
the Agency.

2.2.2 Disclose PHI for the purposes
authorized by this Agreement only (i)to its employees,
subcontractors and agents in accordance with this Article, or
(ii) as directed by the Agency.

2.2.3  PPHHS may use PHI for the proper
management and administration of PPHHS or to carry out the
legal responsibilities of PPHHS.

2.24 Disclose PHI for the proper
management and administration of PPHHS, provided that
disclosures are Required By Law, or PPHHS obtains
reasonable assurances from the person to whom the
information is disclosed that it will remain confidential and used
or further disclosed only as Required By Law or for the
purpose for which it was disclosed to the person, and the
person notifies PPHHS of any instances of which it is aware in
which the confidentiality of the information has been breached.

2.3 Use PHI to provide Data Aggregation
services to Agency as permitted by 45 CFR
8164.504(¢e)(2)(i)(B).

ed

2.4 PPHHS may use PHI to report violations of
law to appropriate Federal and State authorities, consistent
with 45 CFR 8§164.502(j)(2).

ARTICLE 3
Privacy Rule Responsibilities of PPHHS:

3.1 PPHHS agrees to use reasonable and
appropriate safeguards to prevent use or disclosure of the PHI
other than as provided for by this Agreement.

3.2 PPHHS agrees to mitigate, to the extent
practicable, any harmful effect that is known to PPHHS of a
use or disclosure of PHI by PPHHS in violation of the
requirements of this Agreement.

He a

3.3 PPHHS agrees to report to Agency any use
or disclosure of the PHI not provided for by this Agreement of
which it becomes aware.

34 PPHHS agrees to ensure that any agent,
including a subcontractor, to whom it provides PHI received
from, or created or received by PPHHS on behalf of Agency
agrees to the same restrictions and conditions that apply
through this Article to PPHHS with respect to such information.

35 PPHHS does not maintain Designated
Record Sets for Agency and therefore shall not have any
duties for Access and Amendment duties under 45 CFR
§164.524, and 45 CFR §164.526.

3.6 PPHHS agrees to make internal practices,
books, and records, including policies and procedures and
PHI, relating to the use and disclosure of PHI received from, or
created or received by PPHHS on behalf of, Agency available
to the Agency, or to the Secretary for purposes of the
Secretary determining
Rule.

3.7 PPHHS agrees to document such
disclosures of PHI and information related to such disclosures
as would be required for Agency to respond to a request by an
Individual for an accounting of disclosures of PHI in
accordance with 45 CFR §164.528.

3.8 PPHHS agrees to provide to Agency or an
Individual, information collected in accordance with the
previous paragraph, to permit Agency to respond to a request
by an Individual for an accounting of disclosures of PHI in
accordance with 45 CFR 8164.528. PPHHS will provide such
accounting in accordance with its own procedures, provided
the procedures are consistent with the Privacy Rule.

ARTICLE 4
Privacy Rule Responsibilities of Agency.
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With regard to the use and/or disclosure of PHI by PPHHS, the
Agency agrees:

4.1 To obtain any consent or authorization that
may be required by 45 C.F.R. 8164.506, 8§164.508, or
applicable state law prior to furnishing PPHHS PHI pertaining
to an Individual; and

4.2 That it will not furnish PHI to the PPHHS that
is subject to any arrangements permitted or required of the
Agency under 45 C.F.R. part 160 and 164 that may impact in
any manner the use and/or disclosure of PHI by PPHHS under
this Agreement, including, but not limited to, restrictions on use
and/or disclosure of PHI as provided for in 45 C.F.R. §164.522
and agreed to by the Agency.

ARTICLE 5
Security Rule Responsibilities of PPHHS.
PPHHS shall:
5.1 Implement administrative, physical, and

technical safeguards that reasonably and appropriately protect
the confidentiality, integrity, and availability of the Electronic
Protected Health Information ("ePHI") that it creates, receives,
maintains, or transmits on behalf of the Agency.

5.2 Ensure that any agent, including a
subcontractor, to whom it provides ePHI agrees to implement
reasonable and appropriate safeguards to protect such ePHI.

5.3 Report to the Agency any Security Incident
of which PPHHS becomes aware.

Termination

5.4 Upon Agencyos
breach by PPHHS, Agency shall:

5.4.1  Provide an opportunity for PPHHS
to cure the breach or end the violation and terminate this
Agreement if PPHHS does not cure the breach or end the
violation within the time specified by Agency;

PANHANDLE PARTNERSHIP FOR

5.4.2  Immediately terminate this
Agreement if PPHHS has breached a material term of this
Agreement and cure is not possible; or

5.4.3 If neither termination nor cure are
feasible, Agency shall report the violation to the Secretary.

55 Effect of Termination.

55.1 Except as provided in Section
Error! Reference source not found., upon termination of this
Agreement, for any reason, PPHHS shall return or destroy all
PHI received from Agency, or created or received by PPHHS
on behalf of Agency. This provision shall apply to PHI that is in
the possession of subcontractors or agents of PPHHS.
PPHHS shall retain no copies of the PHI.

55.2 In the event that PPHHS
determines that returning or destroying the PHI is infeasible,
PPHHS shall provide to Agency noatification of the conditions
that make return or destruction infeasible. In that event,
PPHHS shall extend the protections of this Agreement to such
PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so
long as PPHHS maintains such PHI.

553 The respective rights and
obligations of PPHHS under this subsection shall survive the
termination of this Agreement.

ARTICLE 6
Miscellaneous

6.1 Amendment. The parties agree to take such
action as is necessary to amend this Agreement from time to
time as is necessary for Agency to comply with the

knowl ed g erequiréements of thedleakhrIrisadnce Portability and

Accountability Act of 1996, Pub. L. No. 104-191.

Interpretation. Any ambiguity in this Agreement shall be resolved to
permit Agency to comply

HEALTH AND HUMAN SERVICES AGENCY
By: By:

Title: Title:
Date: Date:
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LINCOLN/LANCASTER COUNTY
COMMUNITY SERVICES --
MANAGEMENT INFORMATION
SYSTEM AGENCY AGREEMENT
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Lincoln/Lancaster County Community Services - Management Information
System

Collaborating Agency Memorandum of Agreement

Lincoln / Lancaster County Community Services — Management Information System (CS-MIS)
is a collaborative group of community services organizations located in the City of Lincoln and
Lancaster County Nebraska. The purpose of this collaboration is to develop, participate in and
support a community services management information system. The UNL Center on Children,
Families, and the Law (CCFL), in partnership with the Panhandle Partnership for Health and
Human Services (PPHHS), and Omaha Metro Area Continuum of Care (MAACH), and
Community Action Nebraska (CAN) has created the Nebraska Management Information System
Partnership (NMISP), which maintains a state-of-the-art client information system to link its
diverse members together via shared information. This Memorandum of Agreement (MOA)
governs the local collaboration of agencies participating in the Lincoln / Lancaster Community
Services Management Information System, which is a subsystem of the NMISP.

THIS AGREEMENT is effective April 1 2007, by and between UNL Center on Children,
Families and the Law and ("Agency™), a human
services provider.

, ("Agency") has elected to participate in CS-MIS as a member
agency. The UNL — Center on Children, Families and the Law (CCFL) is the coordinating
agency for the Lincoln / Lancaster County CS-MIS and houses the system administrator. Lincoln
/ Lancaster County CS- MIS is a charter member of the Nebraska Management Information
System Partnership (NMISP) working in partnership with the PPHHS, CAN and MAACHA.
NMISP is a Nebraska corporation which has 501c3 status. NMISP has contracted with Bowman
Internet System, Inc. 400 Travis Street, Suite 1900, Shreveport, LA 71101 (“Bowman”) to
maintain the database server which contains all Client information, including encrypted
identifying Client information, entered into the Lincoln CS-MIS.

This agreement is between and governs the relationship between CCFL and Member Agencies of
the Lincoln/Lancaster County CS-MIS.

This agreement shall be effective for a period of twelve months (12) from the time it is signed by
both parties. Either party with 30 days notice to the other party can terminate the agreement for
any reason. If this agreement is terminated by either party for any reason, then access to the CS-
MIS by all users from the Agency shall be terminated immediately and fees paid to date shall not
be refunded. If upon termination the Agency wishes to retrieve information from the system for
transfer to a different system, all costs associated with transfer will be the responsibility of the
Agency. Any fees or payments for goods or services already provided but not yet paid shall be
due on the termination date and payable by the Agency within ten (10) business days from the
date of the nullification of this agreement.

This agreement will be reviewed and modified as needed annually by all participating agencies
through the CS-MIS Steering Group, specified below.
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Agency and CCFL agree as follows:

a. CCFL currently administers the Lincoln/Lancaster County CS-MIS with support
received through grants from local and state agencies. License purchases and renewals if not
specified to be purchased with grant funds are the responsibility of the Agency.

b. CCFL as the system administrator will, in addition to this MOA, sign with the Agency,
a Qualified Service Organization Agreement provided by the Agency, if required by the Agency.

c. This agreement is between and governs the relationship between CCFL, the Agency
and other Member Agencies of the Lincoln/Lancaster County CS-MIS. Policies and procedures
of the NMISP system are contained in the NMISP Agency Agreement, attached as Exhibit A.
The standards and procedures outlined in the Agreement are intended to conform to and not
contradict or conflict with the NMISP policies and procedures. The NMISP Policies and
Procedures are the over-riding authority for the policies and procedures for operation of the
NMISP system and any policies and procedures not specified here will be found in the NMISP
Policies and Procedures.

e. Agency understands that when it enters information into CS-MIS, such information
will be available to the system administrator and Bowman who may review the data. NMISP
and CCFL as the statewide and community administrators may prepare reports from data in
aggregate form without agency or individual identifying client information.

f. Agency understands that Agency will have the ability to indicate whether the
information Agency enters into the CS-MIS may be shared with and accessible to other Member
Agencies in the CS-MIS system. Agency is responsible for determining and designating in the
CS-MIS whether information may or may not be shared.

CS-MIS Steering Group

a. The CS-MIS Steering group will be the primary decision making body for the future
growth and direction for the Lincoln / Lancaster County CS-MIS system and will serve as an
advisory board for the administration of the local system.

b. The CS-MIS Steering group will be the primary decision making body for the
positions taken and votes cast by the Lincoln / Lancaster County CS-MIS to the NMISP
Management Board. Each Organization Member of the NMISP (PPHHS, Lincoln / Lancaster
County CS-MIS, CAN, and MAACHA have a single vote on this board).

c. The CS-MIS Steering group will be consulted prior to the acceptance of any new
agency to the Lincoln Lancaster County CS-MIS system.

d. The Agency will appoint a single voting representative to the CS-MIS Steering Group.

e. The CS-MIS Project Manager is an additional voting member of the CS-MIS Steering
group.
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f. Additional non-voting members of the CS-MIS Steering group will be state and local
funding agency representatives and a representative from the City of Lincoln Department of
Urban Development.

g. The CS-MIS Steering group will appoint from its voting membership four
representatives to the NMISP Board.

Funding and Cost

The Lincoln / Lancaster County CS — MIS system administration is currently funded
through local and state grants. Grant funding for the system administration is specifically
budgeted for community service agencies operating primarily in the city of Lincoln and
Lancaster County.

Service Point software licenses and renewals and NMISP sustainability licenses, unless
otherwise specified by agreement between CCFL and the Agency are the responsibility of the
Agency. The current fee schedule for the NMISP system is attached as Exhibit B.

System administrator services and training of users for Agency Members outside of the
city of Lincoln or Lancaster County or for state or regional service providers will be billed to the
Agency at an hourly rate to be agreed upon between CCFL and the Agency. In addition to
system administration fees a flat 15% project management and administration fee will be
charged as part of the annual cost for software licenses, NMISP sustainability licenses, and
system administrator services and training.

Responsibilities of UNL - CCFL

1. CCFL will maintain and administer the CS-MIS system in accordance with this agreement and
the NMISP Policies and Procedures.

2. At no time will system administrators of the system housed at CCFL access or review client
data with identifying information without a specific request and permission from the Agency’s

administrator.

3. CCFL will convene the CS-MIS Steering Group and keep steering group members informed
of issues related to the system.

4. CCFL will provide all system administration services and other management duties for the
Lincoln / Lancaster County CS-MIS and be the primary liaison with the NMISP.

5. CCFL will provide the Agency with agency administrator and end user training.

6. CCFL will assist the Agency in developing their CS-MIS data sets/screens/assessments and
assist in developing agency specific reports for the Agency.

7. CCFL will perform all other unspecified system administration duties for the CS-MIS.

Responsibilities of Agency
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1. Agency is responsible to identify, monitor and supervise all members of its workforce with
respect to access, use and disclosure of CS-MIS. This includes enforcing the NMISP Policies
and Procedures. Agency shall make certain that all members of its workforce who are subject to
a User Agreement obtain training and retraining as directed by NMISP and CS-MIS.

2. Violation of theNMISP Policies and Procedures or an individual User Agreetrsdrall be
grounds fortemporary or permaant revacation ofUser access to the GBIIS system by
Agency in accordance with Agency's policies

3. Agency agrees to provide representation to the CS-MIS Steering group.

4. Agency agrees to pay in a timely manner the fees as outlined in this agreement and in attached
NMISP Fee schedule.

RELATIONSHIP OF THE PARTIES.

UNL — CCFL and Agency are independent contractors to one another, each engaged in
its separate line of business. Nothing in this Agreement or the Attachments to this Agreement
shall have the effect of creating a common business enterprise or the relationship of agent or
joint venture between the Parties.

The undersigned have read this agreement and understand and agree to abide by these terms.

Signature of UNL - CCFL Representative Date

Agency Member Representative Date
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MACCH AGENCY PARTNER
AGREEMENT
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MACCH AGENCY PARTNER AGREEMENT

For NMIS ServicePoint Client Information Management System

Nebraska Management Information System - ServicePoint is a shared human services database that
provides a standardized assessment of consumer needs, creates individualized service plans and records
the use of housing and services which communities may use to determine the utilization of services of
participating Agencies, identify gaps in the local service continuum and develop outcome measurements.

The signature of the Executive Director of the Partner Agency indicates agreement with the terms set
forth, before a Nebraska Management Information System ServicePoint account can be established for the
Agency.

The Nebraska Management Information System (NMIS) is the primary coordinating Agency. MACCH
Book/lowa Institute for Community Alliances (MACCH Book/IICA) shall be the system administrator
for Metro Omaha. In this Agreement, “Partner Agency” is an Agency participating in NMIS ServicePoint,
"Client" is a consumer of services, and “Agency” is the Agency named in this agreement..

l. Confidentiality

B. The Agency shall uphold relevant federal and state confidentiality regulations and laws that
protect Client records and the Agency shall only release client records with written consent
by the client, unless otherwise provided for in the regulations.

15. The Agency shall abide specifically by federal confidentiality regulations as contained in
the Code of Federal Regulations, 42 CFR Part 2 regarding disclosure of alcohol and/or
drug abuse records. In general terms, the federal rules prohibit the disclosure of alcohol
and/or drug abuse records unless disclosure is expressly permitted by written consent of
the person to whom it pertains or as otherwise permitted by 42 CFR Part 2. A general
authorization for the release of medical or other information is not sufficient for this
purpose. The Agency understands the federal rules restrict any use of the information to
criminally investigate or prosecute any alcohol or drug abuse patients.

16. The Agency shall provide a verbal or written explanation of the NMIS ServicePoint
database and the terms of consent and shall arrange for a qualified interpreter or translator
in the event that an individual is not literate in English or has difficulty understanding the
consent form.

17. The Agency shall not solicit or input information from Clients into the NMIS
ServicePoint database unless it is essential to provide services.

18. The Agency agrees not to release any confidential information received from the NMIS
ServicePoint database to any organization or individual without proper Client consent.

19. The Agency shall ensure that all staff, volunteers and other persons issued a User 1D and
password for NMIS ServicePoint receives basic confidentiality training.

20. The web and database servers that contain all client information, including the Basic
Information Database and agency client records, are physically located in a secure facility
at a location under contract with NMIS. Bowman Systems, the ServicePoint vendor, has
represented to NMIS that the software complies with HIPAA (Health Insurance
Protection and Accountability Act) privacy and security requirements.
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21.

22.

23.

24,

25.

26.

217.

28.

The Agency shall maintain appropriate documentation of Client consent to participate in
the NMIS ServicePoint database.

The Agency shall not be denied access to Client data entered by the Agency. Partner
Agencies are bound by all restrictions placed upon the data by the client of any Partner
Agency. The Agency shall diligently record in the NMIS ServicePoint system all
restrictions requested. The Agency shall not knowingly enter false or misleading data
under any circumstances.

If this Agreement is terminated, MACCH Book/IICA and remaining Partner Agencies
shall maintain their right to the use of all Client data previously entered by the
terminating Partner Agency; this use is subject to any restrictions requested by the Client.

The Agency will utilize a Client Consent/Information Release form for all clients whose
assessment data will be shared with other agencies using the NMIS ServicePoint
database. The Client Consent/Information Release form, once signed by the Client,
authorizes Client data to be entered into the NMIS ServicePoint database and authorizes
information sharing with NMIS ServicePoint Partner Agencies.

If a Client withdraws consent for release of information, the Agency remains responsible
to ensure that Client’s information is unavailable to all other Partner Agencies.

The Agency shall keep signed copies of the Client Consent Form/Information Release
forms for NMIS ServicePoint for a period of three years unless program regulations
require release forms to be kept on file for a longer period of time.

NMIS does not require or imply that services must be contingent upon a Client's
participation in the NMIS ServicePoint database. Services will be provided to Clients
regardless of NMIS ServicePoint participation provided the Clients would otherwise
be eligible for the services.

The agency agrees to permit the MACCH Book/lIICA System Administrator to monitor
its handling of confidential client data in connection with the ServicPoint Client
Information Management System, including but not limited to, its confidentiality
procedures and documentation (client release of information, etc.).

I1. NMIS ServicePoint Use and Data Entry

B. The Agency shall follow, comply with and enforce the NMIS Policies and Standard
Operating Procedures that apply. Modifications to the NMIS Policies and Standard
Operating Procedures shall be established in consultation with Partner Agencies and may be
modified as needed for the purpose of the smooth and efficient operation of the NMIS
ServicePoint system. NMIS will announce approved modifications in a timely manner.

3.

The Agency shall only enter data on individuals in the NMIS ServicePoint database that
exist as Clients under the Agency's jurisdiction. The Agency shall not misrepresent its
Client base in the NMIS ServicePoint database by entering known, inaccurate
information.

The Agency shall use Client information in the NMIS ServicePoint database, as provided
to the Agency or Partner Agencies, to assist the Agency in providing adequate and
appropriate services to the Client.
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The Agency shall consistently enter information into the NMIS ServicePoint database in a
timely manner, as close to real-time entry as possible.

The Agency will not alter information in the NMIS ServicePoint database that is entered by
another Agency with known, inaccurate information. (l.e. Agency will not purposefully enter
inaccurate information to over-ride information entered by another Agency).

. The Agency shall not include profanity or offensive language in the NMIS ServicePoint

statewide shared database.
The Agency shall utilize the NMIS ServicePoint database for business purposes only.

MACCH Book/IICA will provide initial training and periodic updates to that training to
select Agency Staff on the use of the NMIS ServicePoint software.

MACCH Book/IICA will be available for technical assistance during regular working hours
(i.e. troubleshooting and report generation).

The transmission of material in violation of any federal or state regulations is prohibited.
This includes, but is not limited to, copyright material, material legally judged to be
threatening or obscene, and material considered protected by trade secret.

The Agency shall not use the NMIS ServicePoint database with intent to defraud federal,
state or local governments, individuals or entities, or to conduct any illegal activity.

Based on the number of User Licenses, the Agency shall pay the scheduled participation fee
and an annual scheduled support fee in each year.

Reports

E.

F.

The Agency shall retain access to identifying and statistical data on the Clients it serves.

The Agency’s access to data on Clients it does not serve shall be limited to de-duplicating
and statistical data.

The Agency may make aggregate data available to other entities for funding or planning
purposes pertaining to providing services to homeless persons. However, such aggregate
data shall not directly or indirectly identify individual Clients.

NMIS and/or MACCH Book/IICA will use only unidentified, aggregate NMIS
ServicePoint data for homeless policy and planning decisions, in preparing federal, state
or local applications for homelessness funding, to demonstrate the need for and
effectiveness of programs and to obtain a system-wide view of program utilization in the
state.
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V. Proprietary Rights of Bowman Internet System

B. The Agency shall not give or share assigned passwords and access codes of the NMIS
ServicePoint database with any other Agency, business, or individual.

B. The Agency shall not cause in any manner, or way, corruption of the NMIS ServicePoint
database.

VI. Terms and Conditions

F. Neither NMIS nor the Agency shall transfer or assign any rights or obligations without
the written consent of the other party.

G. Upon violation of any of the Confidentiality provisions of this agreement NMIS may
immediately terminate the Agency from use of ServicePoint Client Information
Management System by giving verbal notice to the Agency followed by written notice.

H. Upon violation of any other provision of this agreement, NMIS may immediately
suspend the Agency from use of ServicePoint Client Information Management System by
giving written notice to the Agency. If the violation(s) are not corrected within ten (10)
calendar days from notification date, NMIS at its sole option may immediately terminate
this agreement.

I This Agreement shall be in-force until revoked in writing by either party provided
funding is available. Agreement may be renewed annually as licensing information
changes.

J. This Agreement may be terminated with 30 days written notice.

Signature of Executive Director/Representative Date
AGENCY FEIN
STREET ADDRESS

Wi
CITY ZIP CODE
MAILING ADDRESS -- LEAVE BLANK IF SAME AS ABOVE

Wi
CITY ZIP CODE
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APPENDIX B - WORKSTATION
TECHNICAL SPECIFICATIONS
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SERVICEPOINTE

WORKSTATION TECHNICAL SPECIFICATIONS

Last Review: July 18, 2006

This document describes the minimum workstation requirements needed for effective and efficient
operation of ServicePoint™, Also included is a list of suggestions to assist you in avoiding common
workstation problems that may hamper the speed and/or functionality of ServicePoint.

WORKSTATION REQUIREMENTS
AComputer: PC with a 2 Gigahertz or higher processor
ABrowser: Most recent version of Microsoft Internet Explorer or Firefox
A40GB Hard Drive
A512 MB RAM
AMicrosoft Windows 2000 or XP
AConnectivity:
¢ Minimum - 56 Kbps
¢ Optimal — 128 Kbps — 1.5 mps

RECOMMENDED PRACTICES
AMicrosoft Windows: Update as patches become available
ABrowser: Update as patches become available
AWorkstation Maintenance: Provide regularly scheduled best practice maintenance on all
workstations (see Bowman Systems document “Workstation Best Practices™)
As technology and ServicePoint continue to advance, the above requirements may change. Bowman
Systems L.L.C. will periodically review, and as needed, modify this document to provide up-to-date and
relevant information for the latest technological advances.

**THESE SPECIFICATIONS ARE TAKEN FROM AND COPYRIGHTED BY BOWMAN INTERNET
SYSTEMS **
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NMIS

End User License Request Form

This request must be completed and signed
to request end user licenses to access the
NMIS ServicePoint database. All user
agreements and training must be completed
and signed by the user before a username

and password will be assigned.

Agency Name
Requesting
License(s):

Authorized Title
Signature: :

Print Name:

Phone Number: | Email Addr ess: |

Mailing Address:

Please type or print the information below for each user.

Access Level Code

Check one per user (see definitions below)

N-New
D-Delete
C-Change NS Phone Email Program(s) user is listed under =
Program - = = n
%) %) %) %) = [a)
o o o < o w
1
2
3
4
5
6
7
Access Access Level
Level Access Level Definition
Name
Code
. Access is limited to ResourcePoint module. User cdatakasehof area agencies and programs and view detail screens for each agency or program. No access
RSI Resource Specialist | ;
records and cannot modify or delete data.
RSII Resource Specialist Il | Same access as Resource Specladisieler, is an agefesel I&R Specialist who can update own agency and program information.
RSl Resource Specialist Ill | Same access as Resource Speciblistéler, is a systafide I&R Specialist who can update any agency or program information and cgstalswiddinthess
Access to ResourcePoint module is limited, access to ClientPoint, and limited access to service recordscliganh piefiteyreditstihestricted from viewing detailed
\% Volunteer assessments. Can enter new client recakdgeferrals, or chieéut a client from a shelter. Normally, this access level allows a volunteer to complete the intake al|
client to Agency Staff or a Case Manager.
Access to ResourcePoint, limited access toi@li€@#R@nly access client profile screen, all other screens are restricted, including assessments andsmbagfati re
AS Agency Staff . . - -
access to service records and can add news items to the newswire feature. No reporting access.
Access to all features excluding administrative functions. Has access to all screens within ClientPointiriectsdangl il assess to service records. There is full re|
CMI/ I Case Managekf I
access for all records open to Case Manager.
AA Agency dministrator Access to all features including agency level administrative functions. Can edit agency and program datzeladdulbiieadidg open to Agency Administrator. Cé
gency access Assessment Administration, Picklist Data, $iesedviode, or System Preferences.
ED Executive Director Same access rights as Agency Administrator, but ranked above Agency Administrator.
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NMIS CONFIDENTIALITY AND USER AGREEMENT

As a condition of access to the Nebraska Management Information System ("NMIS"), | agree:

1. I have (check all that are applicable):
A Received, reviewed and agree to comply with the NMIS Information System Policies and
N Procedures.
A Received and reviewed my Agency's policies and procedures on confidentiality.
A Agreed to and become subject to the terms of the End User License Agreement with Bowman
N Internet Systems for participation in the NMIS and use of the ServicePoint software program.
A Received training regarding NMIS Policies and Procedures.

2. I will use the NMIS strictly in accordance with Policies and Procedures.

3. I will not share my Personal User Identification or Password with any other person or permit another

person to utilize the NMIS under my identity.

4. I will not submit Client information to the NMIS Basic Information Database without the Client's
voluntary consent.

5. I will only access information in the NMIS in accordance with my job and Client responsibilities at the
Agency.
6. I will only use information obtained from the NMIS for uses that are permitted under NMIS or my

Agency Policies and Procedures.
7. I will not misrepresent my identity or knowingly enter inaccurate information into the NMIS.

8. I will not make discriminatory comments based on race, color, religion, national origin, ancestry,
handicap, age, sex and sexual orientation in the NMIS. | understand that profanity and offensive
language are not permitted in the NMIS database.

9. The NMIS is to be used for business purposes only. Transmission of material in violation of any United
States federal or State of Nebraska regulations or laws is prohibited and includes material that is
copyrighted, legally judged to be threatening or obscene, and considered protected by trade secret.
The NMIS will not be used to defraud the federal, state or local government or an individual entity or to
conduct any illegal activity.

10. | will report to my Agency Administrator any known breaches of NMIS Policies and Procedures coming
to my attention.

11. | understand that breaches of NMIS Policies and Procedures by me may result in immediate
suspension of my access to NMIS and may result in loss of employment or other discipline by my
Agency.
12. This agreement shall remain in effect untidorUser

termination from the participating agency.

Signature Date (mm/dd/yy) Printed Name

Participating Agency E-Mail Address
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Standard NMIS User Agency Client Authorization to Release Basic Information

Name of NMIS User
Agency:

Middle

Client's Last Name: First Name: -
Initial:

Date of Birth: SSN: (partial
acceptable)

| authorize (the Agency), as a Nebraska Management Information System (NMIS) user agency and its contracted
agents, to disclose my basic identifying information to NMIS and to all of the NMIS user agencies. The disclosure will be made by entering
the information into the NMIS database. Once the disclosure has been made in reliance upon this authorization, the information cannot be
retrieved, and all current and future NMIS user agencies will be able to access, use, and disclose the information. The NMIS user agencies are
health and human service providers who are permitted by the NMIS to access and enter data into the NMIS database, which allows them to
collect, share, and use basic identifying information about service recipients.

I understand that the Agency cannot condition decisions about my treatment, payment, enrollment or eligibility for benefits or services on
whether or not | sign this authorization. A copy of this authorization shall be as valid as the original. | understand that the information
disclosed is subject to re-disclosure by the recipient and may no longer be protected by the federal privacy regulations, 45 CFR § 164 Subpart
E.

Basic identifying information authorized to be disclosed to the NMIS and made accessible to other NMIS user agencies:

Date and Time of Intake into the NMIS Permission to Release Information

First Name, Last Name Social Security Number and Qualifier
Medical Insurance Status Date of Birth/Birthday

Gender Primary Race

Ethnicity Primary Language

Type of Living Situation Highest Level of Education Attained

Are you Homeless? (yes or no) Household Relationships

Zip Code of last Permanent Residence Are you a U.S. Military Veteran? (yes or no)

I understand that | do not have to participate in the NMIS. | understand that | may revoke this authorization at any time, by doing so in writing
to the NMIS user agency named above. A revocation of this authorization will be effective except to the extent the entity disclosing the
information has taken action relying on this authorization. This authorization will expire in 180 days from the date I sign it. | understand that
revocation or expiration of this authorization will not affect information that has already been entered into the NMIS database in reliance on
this authorization.

Client's Authorizing Signature Date (mm/dd/yy)

I also authorize the Agency to disclose basic identifying information about my dependent(s) to the NMIS. Name(s) of
Dependent(s) that the Legal Guardian Authorizes to Participate in the NMIS:

Name SS# DOB Name SS# DOB
Name SS# DOB Name SS# DOB
Parent or Legal Guardian's Authorizing Signature Date (mm/dd/yy)

Printed Name and Relationship to Dependent

Agency Representative's Signature Date (mm/dd/yy)

Agency Representative’s Printed Name
V Description for Informed Decision: Verbal Explanation ___ Interpreter  Written_
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